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1. INTRODUCTION
People used to have two separate realms in which they expressed them-
selves:  the private  interior  of personal  life,  dedicated  to themselves  and 
their closest ones, and the public exterior of social interactions. Nowadays, 
these two worlds are not only colliding, but also blending. Our online and 
offline lives merged into the “always-online self” in the new environment 
called “the datasphere”. It’s a digital omnipresent ecosystem of devices and 
platforms that collects, analyzes, and uses our everyday actions and inten-
tions [both online and offline]. From smartphones tracking our movements 
to smart  watches collecting data about our health condition or even so-
called smart-houses. In the datasphere, the offline experiences are gradually 
transported into digital traces, used to personalize our online activities.3

As a result, fundamental concepts like privacy and identity went throu-
gh a profound transformation. Both privacy and identity have become co-
determined by the technologies we use, the platforms that mediate our in-
teractions. The boundary between private and public, external and internal 
self is dissolving. What once separated the intimate from the exposed, and 
the inner self from its outward expression, is now eroding, leaving indivi-

1 Esej byla zpracována v podzimním semestru 2025 v rámci předmětu MVV1368K Privacy 
and Personal Data.

2 Studentka  3.  ročníku  Právnické  fakulty  Masarykovy  univerzity.  Kontaktní  e-mail: 
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3 HUMPHREYS,  Stephen.  Conscience  in the datasphere. In:  openDemocracy [online]. 
14.3.2016.  [cit.  18.  1.  2026].  Available  at:  https://www.opendemocracy.net/en/digita-
liberties/conscience-in-datasphere/
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duals transparent to systems that were never designed to understand them 
as whole human beings.

This  essay  focuses  on the blended  experience  where  offline  life  is 
tracked and used by digital  systems and how it  reshapes our perception 
of privacy,  personality,  and  most  importantly  identity.  It  mainly  aims 
at how  people  feel,  think  and  experience  themselves  in a world  where 
the data produced by daily life carries persistent consequences: in the da-
tasphere, privacy as we know it becomes a technically unmanageable con-
cept, and identity becomes an algorithmic construct.

2. THE EMERGENCE OF THE DATASPHERE4

“Datasphere”, as mentioned, refers to the virtually limitless digital environ-
ment in which our personal data circulates. Smartphones, wearables, home 
assistants, digital services, and so on gather data about what we do, where 
we go, how long we sleep, what we buy, etc. This concept, alas the inter-
connection  of everyday  objects  via the internet,  is  called  the Internet 
of Things [IoT]. IoT technologies are the prime example of how digital data 
collection has become omnipresent, blending into homes, cities, and work-
places.  Due  to these  information  being  collected  and  shared  throughout 
the datasphere, it’s easy for the device to appeal to our liking, meaning that 
various algorithms they manage to personalize everything we come across 
online. Seemingly mundane objects like thermostats are able to customize 
themselves  automatically  to our  liking  by all  the information  gathered 
about us.

The first  technological  shift  from the concept  of two  separate  worlds 
of being  online  and  offline  lies  in the continuous  exposure  and  ambient 
connectivity. As stated, everyday objects contain certain sensors that opera-
te silently and continuously, turning ordinary life and experiences into digi-
tal  traces.  That being said,  under such conditions,  the concept of “being 
offline” becomes rather fictional. A user may turn off their phone, but their 
4 More about datasphere and IoT in general see: NIŽETIČ, Sandro, et al. Internet of Things 

(IoT):  Opportunities,  issues  and  challenges  towards  a smart  and  sustainable  future. In: 
Journal of Cleaner Production [online]. 2020, vol. 274. [cit. 18. 1. 2026]. ISSN 0959-6526. 
Available at: https://www.sciencedirect.com/science/article/pii/S095965262032922X
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watch, car, or home assistant continues collecting and transmitting data. 
This everlasting data collection blurs the boundaries between public and 
private spaces and it goes beyond our general comprehension of privacy. 
Instead of the old dualism of “offline world” and “online world”, the “real 
world” is now an extension of the digital domain.

Not only does this always-on collection of information alter how we un-
derstand our privacy,  but it  also reshapes our understanding of our own 
identities. Rather than living a discrete life offline and separately, the self 
that we increasingly know and come across is the one that’s been mediated 
and interpreted by the digital world. By “seeing” this self, the one analyzed 
by algorithms, the more these characteristics deepen their roots within us.

3. IDENTITY IN THE DATASPHERE: SELF AS ALGORITHMIC 
PROJECTION
As was mentioned, our identities in the digital ecosystems are not mirrors, 
they are not cohesive or reflective like the narrative self. By now, the iden-
tity has been thoroughly constructed by the algorithmic interpretation. Eve-
ry click, search, and purchase becomes a person’s fragment and becomes 
fuel to an algorithmic model that tries to predict or influence future behavi-
or. These models create a version of us that is legible for computing, me-
aning it  organizes learned values.  The more data we generate,  the more 
complete the digital portrait becomes.

Of course,  the outcome  of the “characterization”  process  is  not  objec-
tively us. It is shaped by platforms’ interests and goals, especially commer-
cial ones. That itself is not an “identity” as we understand, but it’s rather 
a product instead, predictable and profitable. It’s a new form of selfhood: 
“the always-online self”  or  “data identity”:  a profile  constructed by algo-
rithms. Corporations, or even governmental systems rely on these profiles 
to make  decisions  about  creditworthiness,  desirability  [as a consumer], 
or risk assessment. As a result, individuals’ opportunities may increasingly 
depend on the algorithmic categorization rather than genuine self-expres-
sion. In the context of global powers, these data identities are assigned dif-
ferent  purposes.  For example,  systems  in China  integrate  data  identities 
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into state governance, helping the government monitor and control its citi-
zens and their behavior. On the other hand, the United States of America 
use  data  identities  for consumer  personalization.  In every  case,  the most 
important outcome remains in the fact, that identity is shaped externally 
through the algorithm-based processes rather than by people themselves. 5

Understandably,  this  creates  a psychological  and  social  tension. 
The identity as we know, is an internal set of stories and facts individuals 
construct to define their role in life, begins to diverge from the algorithmic 
identity,  which  dictates  how  institutions  perceive  and  treat  us. 
For example, someone who self-identifies as financially responsible althou-
gh not having a large income may be algorithmically labeled as high-risk. 
Can we fight this unfair labeling? Hardly. These algorithmic classifications 
are rather unchallengeable. The reality set by the algorithm is that indivi-
duals  are  known  by systems  more  thoroughly  and  consequently  than 
by themselves.

To enforce the “real” purpose of an identity as we know, there’s a con-
cept  of digital  self-determination.  This  concept  concerns  the autonomy 
of individuals and follows their interest in how their digital identities are 
shaped and used. The digital identity is therefore influenced by the users’ 
control  over the narrative  of their  own  selves.  That  is  also  apparent 
in the context of IoT technologies. In this realm, our data are analyzed and 
often aggregated, which ignores the individuality of users. All the data col-
lected  is  prone  to being  more  likely  than  not  incorrect.  By aggregation, 
platforms are able to infer  things  about us that  we haven’t  directly dis-
closed. These interferences can even relate to our personal and even inti-
mate facts,  such as our health conditions,  emotional states,  and political 
preferences. Thus, the platforms fill the gaps using a certain general condi-
tion learned from the data collected, reshaping our digital identity as some-
thing that’s not expressed by users, but what the platform wants to be ex-
pressed.  It  means  that  our  digital  identity  does  not  emerge  primarily 
5 FINGER, Matthias. Book review: Digital Empires.  In:  Center for Digital Trust (C4DT), EPFL 

[online]. [cit. 18. 1. 2026]. Available at:  https://c4dt.epfl.ch/article/book-review-digital-
empires/ (The original book: Anu Bradford, Digital Empires: The Global Battle to Regulate 
Technology. Oxford, New York: Oxford University Press, 2023. ISBN 978-0-19-764926-8.)
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from deliberate self-expression but from automated data-generation. What 
we think of identity,  as unique facets of ourselves,  the digital  ecosystems 
treat  it  as a variable  fit  to be  manipulated  for the purpose  of being  pre-
dictable, rather than being individual.6

4. LIVING IN AN OMNIPTICON: THE PSYCHOLOGICAL 
PRESSURE AND FRAGMENTATION OF IDENTITY7 8

The datasphere also reshapes our identity through continuous observation, 
described  as the emergence  of an  “omnipticon”.  It’s  a distributed  form 
of visibility in which individuals are potentially watched by everyone, cor-
porations, governments, people in general, and algorithms, and are aware 
of it.  This  observance subtly  changes  individuals’  behavior,  internalizing 
the possibility of surveillance and adjust their actions or behavior accord-
ingly, avoiding risk or controversy. Our actions simply become a cautious 
performance  designed  to avoid  possible  algorithmic  misinterpretation  or 
backlash from peers.9

At the same time, the online self becomes a “victim” of personalization. 
These systems refine what we see, from news feed to search results based 
on our previous interactions and activity. The system gathers our preferen-
ces and interests and uses them to hand-feed us content based on them. Pe-
ople adapt to these incentives, expressing themselves as the platform urges 

6 VERHULST, Stefaan G. Operationalizing digital self-determination. In: Data & Privacy [onli-
ne]. 2023. [cit. 18. 1. 2026]. Available at: https://www.cambridge.org/core/services/aop-
cambridge-core/content/view/C320AA7491A6F301BDFCB53EE2C7C5D7/
S2632324923000111a.pdf/operationalizing-digital-self-determination.pdf

7 The concept of filter bubbles thouroughy explained by: BRUNS, Axel. Filter bubble. In: In-
ternet  Policy  Review [online].  2019.  [cit.  18.  1.  2026].  Available  at:  https://po-
licyreview.info/concepts/filter-bubble

8 The same issue was also covered by: FLETCHER, Richard. The truth behind filter bubbles: 
Bursting some myths. In:  Reuters Institute for the Study of Journalism [online]. 24.1.2020. 
[cit. 18. 1. 2026]. Available at:  https://reutersinstitute.politics.ox.ac.uk/risj-review/truth-
behind-filter-bubbles-bursting-some-myths

9 SERDAR, Mehmet. Transformation of the Surveillance Society from Panopticon to Omnipti-
con: The Case of Black Mirror’s Episode „Nosedive“. OPUS Journal of Society Research [onli-
ne]. 2023, p. 403-420. [cit. 18. 1. 2026]. Available at: https://www.researchgate.net/pub-
lication/371315466_Transformation_of_the_Surveillance_Society_from_Panopticon_to_Om-
nipticon_The_Case_of_Black_Mirror's_Episode_'Nosedive'
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and  encourages  them  to.  This  process  is  often  described  as the “filter 
bubble”. The process practically wraps us into a closed environment of per-
sonalized  content  that  reinforces  our  already  existing  views.  A “filter 
bubble” can cause individuals to perceive themselves and the world in a ve-
ry narrow and selective way, all due to algorithmic systems that keep de-
livering a tailored content.

The severity  of these  bubbles  is  mixed.  In worst  cases,  it  might  lead 
to a complete  ideological  isolation.  What  is  undeniable  is  that  persona-
lization deepens the effect of digital identity being a part of an algorithm. 
It’s important to see how algorithms narrow the informational and social 
environments in which identity develops. In these bubbles happen repeated 
exposures to similar viewpoints and narratives occur that reinforce certain 
identity traits and marginalize others. What’s practically happening is that 
algorithmically  curated  spaces  selectively  expose  individuals  to content 
aligned with their past behavior. The self is reflected back to the individual 
in increasingly homogeneous forms, creating a feedback loop. The process 
reshapes our self-perception. Individuals start to see their preferences, be-
liefs or attitudes as more fixed, more absolute, than they actually are. Expo-
sure to different or opposing opinions becomes rarer and, when encounte-
red, more emotionally charged.

In this  sense,  filter bubbles do not simply isolate individuals  from al-
ternative  viewpoints.  They harden the established identity  and constrain 
the imaginative space in which identity can evolve. The outcome is that in-
dividuals in general become less exploratory and more confirmatory, priori-
tizing affirmation over personal growth.

Ultimately, the psychological pressure exerted by algorithmic visibility 
and filter bubbles reshapes identity not through force but through subtle 
habituation and normalization. Individuals adapt gradually, seeing content 
appealing to their already established opinion or belief, often without rec-
ognizing it’s effects on their self-understanding. That being said, the indi-
viduals  remain  formally  free,  yet  increasingly  guided  by invisible  auto-
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mated decisions of the platform that reward users’ conformity and engage-
ment.10

5. PRESERVING PERSONHOOD IN THE AGE OF ARTIFICIAL 
INTELLIGENCE11

The challenges  posed  by life  in the datasphere  do  not  end  with  privacy 
erosion linked with data collection or digital identity as an algorithm con-
struct. AI systems not only collect data, interpret and predict it but they al-
so increasingly decide on behalf of humans. That obviously raises a questi-
on:  how  can  a “real”  identity  be  preserved  when  our  experiences  are 
translated into data and processed by a rather autonomous system?

While self-reflection and expression of oneself are essential, the core of 
identity is further defined by moral judgement and contextual understan-
ding. These qualities are hardly captured by computing models. They can 
reflect or try to impersonate, which makes them seem valid, however at it’s 
core it cannot be sincere and, most importantly, individual. AI systems ope-
rate by reducing individuals to probabilities and patterns.

The datasphere constructs digital identities through aggregation. AI in-
tensifies this process by acting upon those identities, shaping what opportu-
nities individuals see and how the individuals are categorized or treated 
across social, economic, and political realms.

A humane approach to AI and preserving personhood therefore requires 
reaffirming human privacy in decision-making and resist the normalization 
of human reductionism. Nowadays, we might feel that advanced AI systems 
could erode people by making decisions faster and on a larger scale than 
humans ever could. Such situation means that autonomy is fragile because 

10 JOSEPH, Jeena. The algorithmic self: how AI is reshaping human identity, introspection, 
and agency. Frontiers in Psychology [online]. 2025, roč. 16, čl. 1645795. [cit. 18. 1. 2026]. 
Available  at:  https://www.frontiersin.org/journals/psychology/articles/10.3389/
fpsyg.2025.1645795/full

11 More about this topic:  NIZAMANI, Mir Muhammad, ZHANG, Hai-Li and LAI, Zhongping. 
Human-centered AI: advancing ethical, transparent, and context-aware systems for sustai-
nable development.  Technology in Society [online]. 2026, vol. 84. [cit. 18. 1. 2026]. Avai-
lable at: https://www.sciencedirect.com/science/article/pii/S0160791X25003112

121



33/2026 Revue pro právo a technologie ROČ. 17

systems subtly absorb our judgment and creativity, and we slowly and will-
ingly accept this shift as convenience or natural progress.12

Despite the undeniable increased efficiency and speed, it is human inter-
vention that gives all the work produced its meaning and value. Again, AI 
can  optimize  processes,  recognize  patterns  and  generate  outputs  but it 
cannot understand why those outputs matter nor can it grasp the human 
consequences they carry. When decision-making is transferred to automa-
ted systems, there is an issue of responsibility becoming diffused and ac-
countability  fading,  which  might  lead  us  to feel  numb  and  detached 
from outcomes that nonetheless affect our lives. To prevent this and keep 
our  identity  present,  it  is  important  to keep  humans  “in the loop”  both 
technically and, most importantly, existentially. Decisions shaping identi-
ties, social participations, and so on must remain grounded in human judg-
ment, empathy, and contextual understanding. Instead of allowing AI to de-
fine what’s valuable or desirable, society needs to stay on track and insist 
on the main purpose of technologies: to serve us humans, not the other way 
around.  In doing  so,  the always-online  self  remains  capable  of reflection 
and resistance within an increasingly automated world.

That being said, keeping our identities present in this world, we must 
defend it culturally and ethically, not technically or legally. As long as hu-
man non-measurable qualities like ambiguity, morality, and vulnerability 
remain the most important values, humans cannot be sidelined. Reassuring 
personhood means valuing our specifically humane qualities explicitly. Wi-
th that, we can design AI systems that support human self-understanding, 
rather than supplant.

6. CONCLUSION
Life  in the datasphere  transforms  privacy  and  identity  by dissolving 
the boundary between offline experience and digital interpretation, produ-
cing an always-online self that is continuously observed, categorized, and 
12 The challenges  associated  with  AI  reshaping  our  world  were  aptly  described  by:  KIS-

SIGNER, Henry A., SCHMIDT, Eric and HUTTENLOCHER, Daniel. The challenge of being 
human  in the age  of AI.  [online].  2021.  [cit.  18.  1.  2026].  Available  at:  https://
www.henryakissinger.com/articles/the-challenge-of-being-human-in-the-age-of-ai/
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even actively shaped by algorithmic systems,  subtly narrowing the space 
for autonomy  and  self-definition.  With  this  transformation,  privacy 
as a technical concern is not the only threat there is. There is also the risk 
of reducing human personhood to a set of computable, quantifiable traits.

Preserving  identity  in this  environment  therefore  requires  resisting 
the reduction  of human  personhood  to data  alone  and  reaffirming 
the importance of human judgment and morality. The central challenge is 
not to reject digital technologies, but to ensure that identity within the digi-
tal  realm remains a human process  rather than an algorithmic outcome. 
Identity must remain a human process, preserving our unique qualities. Ke-
eping people involved in decisions shaping their social participation and 
opportunities is an ethical necessity, not a design preference. Ultimately, it 
is up to society to decide whether the future of the always-online self lies 
in allowing technology to define humanity, or whether these systems rema-
in grounded in humane values and responsibilities.
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