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THE STATE, TRUTH, AND FREEDOM: RETHINKING 
THE FIGHT AGAINST DISINFORMATION 

IN THE DIGITAL AGE1

PHILOMÈNE MINIMA2

DESCRIPTION OF AI USE
During the preparation of this essay, I used ChatGPT (OpenAI, GPT-5 version) 
as an auxiliary tool throughout the writing process. The software was employed 
to assist with improving sentence structure, linguistic precision, and overall cohe-
rence of the text, as well as for verifying bibliographic references.
However, it was not used to generate the core arguments, analysis, or substantive 
content of the essay. All conceptual reasoning, examples, interpretations, and fi-
nal formulations were developed independently by the author. Every AI-assisted 
output was carefully reviewed, edited, and integrated only where appropriate 
to maintain full academic integrity and originality. The author bears full respon-
sibility for the accuracy and ethical compliance of the essay.

1. INTRODUCTION
The State — understood as a political entity organized under one govern-
ment  — has  traditionally  been  seen  as the guardian  of social  order  and 
the public good. Consequently, many argue that it has both the legitimacy 
and the duty to combat disinformation, which often aims to manipulate pu-

1 Esej byla zpracována v semestru autumn 2025 v rámci předmětu MVV1368K Privacy and 
Personal  Data.  /  The  essay  was  written  in the  autumn  2025  semester 
for the courseMVV1368K Privacy and Personal Data.

2 Philomène  Minima  is  a  French  law  student  from  Aix-en-Provence  University  of  law, 
currently studying at Masaryk University in Brno as part of an Erasmus exchange, Contact: 
philomene.minima@gmail.com
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blic opinion or destabilize democracy. Yet, to fight such falsehoods means 
to regulate speech, raising the crucial question of whether such interventi-
on endangers the very freedom it seeks to protect.

Disinformation  refers  to deliberately  false  information  spread  wi-
th the intent  to deceive,  as opposedto misinformation,  which  is  false 
but shared without malicious intent. « Disinformation can be spread by Sta-
te or non-State actors. It can affect a broad range of human rights, undermi-
ning responses to public policies or amplifying tensions in times of emer-
gency or armed conflict. » according to the United Nations Secretary-Gene-
ral.3

When a government intervenes to curb disinformation, it enters a delica-
te territory where the line between protection and censorship can become 
dangerously thin.

Moreover, in an era where information circulates faster than ever befo-
re, the rise of disinformation challenges one of the most fundamental demo-
cratic principles: freedom of expression. The digital revolution has transfor-
med the way ideas are shared and consumed,  allowing every individual 
to become  both  a recipient  and  a producer  of information.  Social  media 
platforms,  while  fostering  unprecedented  connectivity  and  public  parti-
cipation,  have  also  become  powerful  tools  for the rapid  dissemination 
of false or misleading content.

As a result,  the question  is  no  longer  limited  to what  individuals  are 
allowed  to say,  but rather  to how  the deliberate  manipulation  of infor-
mation  can  distort  public  opinion  and  weaken  the very  foundations 
of democratic life. False narratives can shape electoral outcomes, intensify 
political polarization, and erode citizens’ confidence in democratic instituti-
ons and the media. The phenomenon of disinformation thus represents not 
merely a threat to factual accuracy, but a broader challenge to the integrity 
of democratic debate and the rule of law itself.

3 United Nations General Assembly (2022), Countering Disinformation for the Promotion and 
Protection of Human Rights and Fundamental Freedoms, Report of the Secretary-General, 
A/77/287, 12 August. Available at: https://docs.un.org/en/a/77/287
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Thus,  to what  extent  should  public  authorities  intervene  to combat 
the deliberate  spread  of false  information,  without  jeopardizing  freedom 
of expression and democratic debate?

2. THE STATE’S DUTY TO PROTECT TRUTH AND SOCIAL ORDER
2.1 PRESERVING SOCIAL ORDER AND PUBLIC SAFETY
As early  as 1721,  British  essayist  Thomas  Gordon  wrote  that  laws  pro-
tecting free speech constitute “the great bulwark of liberty.”4 Yet, this free-
dom can only flourish within a stable and secure society. And it is the state 
that has been entrusted with this role.

Indeed, according to the famous French philosopher Jean-Jacques Rous-
seau, in his book The Social Contract written in 1762,5 each citizen “puts 
his  person  and  all  his  power  in common  under  the supreme  direction 
of the general will.” Citizens therefore rely on the state to ensure their safe-
ty and regulate their lives, in return for which they cede some of their free-
doms. The State, therefore, exists to preserve the common good and social 
harmony.

In this sense, the fight against disinformation becomes part of the State’s 
responsibility  to protect  public  order.  When  false  information  threatens 
collective security or undermines trust in institutions, government interven-
tion can be justified as an act of preservation, not repression.

A clear  illustration  emerged  during  the COVID-19  pandemic  in 2020, 
when rumours circulated that vaccines contained microchips to track ci-
tizens.6 Such claims endangered public health and generated widespread 
panic. France, like many other countries, took measures to counter false he-

4 John Trenchard & Thomas Gordon (4 February 1721), Cato’s Letters, “ Of Freedom of Spe-
ech:  That  the same  is  inseparable  from publick  liberty,”  No. 15,  p. 19.  Available  at: 
https://nlnrac.org/earlymodern/radical-whigs-and-natural-rights/documents/cato-let-
ters.html

5 Jean-Jacques Rousseau (1762), Du contrat social, Book I, Chapter VI, p. 244. Garnier, Paris.  
Catalogue: http://catalogue.bnf.fr/ark:/12148/cb31257379p

6 World  Health  Organization  (23  September  2020),  “Managing  the COVID-19  Infodemic: 
Promoting Healthy Behaviours and Mitigating the Harm from Misinformation and Disinfor-
mation,”  WHO.  Available  at:  https://iris.who.int/server/api/core/bitstreams/533c8487-
eb17-4277-83d7-e46f4c9535e2/content
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alth information through mass official communication campaigns and legal 
mechanisms compelling online platforms to remove harmful content.

But disinformation  also  carries  significant  geopolitical  implications. 
In Africa’s Sahel region, for instance, Russian-sponsored media operations 
have  sought  to discredit  Western  partners  and  manipulate  local  po-
pulations.7 In this  way,  disinformation  can  be  used  as a strategic  tool 
to turn public opinion against certain countries or governments,  thereby 
destabilising alliances and fuelling mistrust on the international stage.

Thus  the State  fulfils  its  social  contract:  protecting  citizens  not  only 
from violence or injustice, but also from manipulation that could destabi-
lize society itself.

2.2 SAFEGUARDING DEMOCRACY AND THE INTEGRITY OF PUBLIC 
DEBATE
Beyond  the issue  of public  safety,  disinformation  directly  threatens 
the foundations of democracy. As former U.S. President Barack Obama dec-
lared in 2021, online disinformation has become “the single biggest threat 
to our democracy.”8

When citizens are systematically misled, their political consent loses its 
legitimacy and elections cease to reflect an informed “general will,” to use 
Rousseau’s  terms.9 In today’s  digital  era,  individuals  are  overwhelmed 
by a constant flow of information — both true and false — that distorts 
their  perception  of reality.  Moreover,  social  media  algorithms,  which 
amplify content similar to what users have already engaged with, create 

FactCheck.org (3 May 2021), “COVID-19 vaccines don’t contain microchips and have readi -
ly available ingredient lists”. Available at: https://www.factcheck.org/2022/05/scicheck-
pfizer-ceo-not-referencing-covid-19-vaccines-contrary-to-false-impression-in-posts-about-
microchips/

7 Dan Whitman (29 August 2023), “Russian Disinformation in Africa: No door on this barn,” 
Eurasia Program, Foreign Policy Research Institute. Available at: https://www.fpri.org/ar-
ticle/2023/08/russian-disinformation-in-africa-no-door-on-this-barn/

8 Barack Obama (21 April 2022), “Disinformation and the Erosion of Democracy,” The Atlan-
tic  Council  Speech,  Stanford  University.  Available  at:  https://www.obama.org/stories/
democracy-challenges-2022

9 Jean-Jacques Rousseau (1762), Du contrat social, Book I, Chapter VI, p. 244. Garnier, Paris.  
Catalogue: https://catalogue.bnf.fr/ark:/12148/cb31257379p
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echo chambers that reinforce pre-existing beliefs and discourage exposure 
to diverse perspectives.

Modern democracies have therefore sought to regulate the information 
space to preserve electoral integrity.

In France, the 2018 Law on the Manipulation of Information allows jud-
ges to order the removal of demonstrably false content during election peri-
ods.10 The rationale  is  clear:  democratic  choice  depends  on access  to re-
liable information, and the State has a duty to ensure that the public sphere 
remains transparent in order to preserve democracy.

The past decade has provided striking examples of how unchecked di-
sinformation can distort democratic processes:

During  the 2016  U.S.  presidential  election,  Russian  disinformation 
campaigns that were mostly led on social media, spread divisive narratives 
on Facebook and Twitter, influencing voter behaviour in order to boost Do-
nald Trump campaign over Hillary Clinton. Therefore the Internet Research 
Agency,  described  as a troll  farm,  created  thousands  of social  media  ac-
counts that purported to be Americans supporting Trump. Fabricated ar-
ticles and disinformation from Russian government-controlled media were 
promoted on social  media where they reached millions of users between 
2013 and 2017.11

In the Brexit  referendum  the same  year,  misleading  slogans  such 
as “£350  million  a week  for the NHS”  misinformed  the British  electorate 
about the real costs of EU membership.12

For Rousseau, a democracy without informed citizens is a contradiction 
in terms. Without truth, the social contract becomes illusory, since indivi-

10 Loi n° 2018-1202 du 22 décembre 2018 relative à la lutte contre la manipulation de l'infor -
mation,  Journal  officiel  de  la  République  française,  23  December  2018.  Available  at: 
https://www.legifrance.gouv.fr/jorf/id/JORFTEXT000037847559/

11 U.S. Senate Select Committee on Intelligence (2019), Russian Active Measures Campaigns 
and Interference in the 2016 U.S.  Election,  Vol. 2,  p. 3.  Available at:  https://www.intel-
ligence.senate.gov/wp-content/uploads/2024/08/sites-default-files-documents-report-volu-
me2.pdf

12 UK Parliament, Digital, Culture, Media and Sport Committee (2019), Disinformation and 
‘Fake  News’,  Final  Report,  pp. 56,  69–71,  18  February.  Available  at:  https://publi-
cations.parliament.uk/pa/cm201719/cmselect/cmcumeds/1791/1791.pdf
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duals cannot truly consent to what they do not understand. Thus, the State 
must act as the guarantor of informational integrity, ensuring that public 
discourse reflects reality rather than deception.

In this light, government action against disinformation is not censorship 
but a defence of democracy itself — an effort to preserve both truth and 
trust, the twin pillars of the social order

3. THE LIMITS AND DANGERS OF STATE INTERVENTION 
IN FIGHTING DISINFORMATION
3.1 THE RISK OF POLITICAL CONTROL OVER INFORMATION: WHEN 
FIGHTING DISINFORMATION BECOMES A TOOL OF POWER
While combating disinformation can seem like a defense of truth and demo-
cracy,  it  can  also  lead  to the opposite  effect:  a form  of political  control 
over information. Once the State assumes the authority to determine what 
is true or false, it inevitably opens the door to manipulation and censorship.

Even in democratic regimes, the fight against disinformation can be po-
liticized. History shows that governments have often used information cont-
rol to justify policies or maintain legitimacy.

For instance,  France  and  the USA during  the Vietnam and  Iraq  wars, 
shaped public opinion through selective reporting and fabricated evidence; 
notably the false claims about “weapons of mass destruction” in 2003.13 Si-
milarly, in the former Soviet Union, state-controlled media systematically 
erased  dissenting  voices,  transforming  information  into  an  instrument 
of domination.14 Today, even liberal democracies are not immune: under 
the Trump administration, disinformation research in the United States be-
came  a political  battleground.  In 2025,  the National  Science  Foundation 
cancelled funding for such research, claiming it no longer aligned with go-

13 Chad W. Seagren & David R. Henderson (2018), “Why We Fight: A Study of U.S. Govern-
ment War-Making Propaganda,” The Independent Review, Vol. 23,  No. 1,  pp. 69–90,  see 
pp. 81, 86. Available at: https://www.jstor.org/stable/26591800

14 Mikhail  Agursky  (1989),  “Soviet  Disinformation  and  Forgeries,”  International  Journal 
on World  Peace,  Vol. 6,  No. 1,  pp. 13–30.  Available  at:  https://www.jstor.org/stable/
20751319
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vernment priorities.15 This decision was widely seen as an attempt to silen-
ce politically inconvenient studies.

This evolution illustrates what Hannah Arendt warned against in Truth 
and Politics: the deliberate blurring of truth and falsehood is a precondition 
for authoritarianism.16

In short, when the State fights disinformation by deciding what citizens 
can or cannot hear, it risks transforming a protective mission into a tool 
of political domination.

3.2 PHILOSOPHICAL LIMITS: FREEDOM OF EXPRESSION 
AS THE CORNERSTONE OF DEMOCRACY
Beyond these political risks,  the State’s control of information also raises 
deeper  philosophical  and  ethical  concerns:  when  a government  assumes 
the power  to determine  what  is  true,  it  jeopardises  the very  foundation 
of democracy. The essence of a free society is not the absence of falsehood, 
but the existence of open, reasoned debate. And this free exchange of ideas, 
even and especially when those ideas are wrong, unpopular, or provocative 
only serves to improve democracy.

As John Stuart Mill wrote in On Liberty17 “The peculiar evil of silencing 
the expression  of an  opinion  is  that  it  is  robbing  the human  race.” 
To suppress an opinion, even a mistaken one, deprives society of the oppor-
tunity to confront, refine, and ultimately strengthen the truth. In this sense, 
freedom of expression is not merely a right, it is a method of discovering 
truth and ensuring intellectual progress.

This principle underpins all liberal democracies: citizens must remain 
free  to express  their  views  without  fear  of censorship,  for truth  emerges 

15 Sarah Scire (21 April 2025), “National Science Foundation cancels research grants related 
to misinformation  and  disinformation,”  NiemanLAB.  Available  at:  https://www.nieman-
lab.org/2025/04/national-science-foundation-cancels-research-grants-related-to-misinfor-
mation-and-disinformation

16 Hannah Arendt (1967), Between Past and Future, Chapter 7 “Truth and Politics,” pp. 227–
264.  Available  at:  https://german.yale.edu/sites/default/files/arendt.truth_and_poli-
ticslying_in_politics.pdf

17 John  Stuart  Mill  (2001),  On Liberty,  p. 19,  Batoche  Books,  Kitchener.  Available  at: 
https://eet.pixel-online.org/files/etranslation/original/Mill,%20On%20Liberty.pdf
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through  confrontation,  not  control.  Limiting  this  right  undermines 
the democratic process itself.

History offers many examples of individuals who proved that words can 
be  acts  of resistance.  The Czech  playwright  and  dissident  Václav  Havel, 
in The Power  of the Powerless,18 denounced  the lies  of Czechoslovakia’s 
communist  regime.  His  underground  writings  inspired  the Charter  77 
movement  and ultimately  the Velvet  Revolution,19 showing that  free  ex-
pression can awaken entire societies to truth and justice. Literature, too, 
has  long  warned  against  the dangers  of state-controlled  truth.  George 
Orwell’s 1984 depicts a world where the government dictates reality itself 
by rewriting  history  and  language  to eliminate  independent  thought.20 
The message remains timeless: when political power controls information, 
freedom dies silently.

As the Voltairean  maxim famously  summarises,  “I disapprove  of what 
you say, but I will defend to the death your right to say it.”21 This ethos, 
echoed centuries later by John F. Kennedy in 1961 “Without debate, wi-
thout  criticism,  no  administration  and  no  country  can  succeed  and  no 
republic can survive.”22 It reminds us that open discourse is not a luxury, 
but a necessity for any functioning democracy. Thus, while disinformation 
is a real threat, the suppression of free speech may prove even more dange-
rous.

18 Václav  Havel  (October  1978),  “The Power  of the Powerless”.  Available  at:  https://
www.nonviolent-conflict.org/wp-content/uploads/1979/01/the-power-of-the-power-
less.pdf

19 John Keane (1999), Václav Havel: A Political Tragedy in Six Acts, London: Bloomsbury.
20 George Orwell (1949), Nineteen Eighty-Four.
21 Evelyn Beatrice Hall (1906), The Friends of Voltaire, London: Smith, Elder & Co., p. 199. 

Available  at:  https://dn790006.ca.archive.org/0/items/friendsofvoltair00hallrich/friend-
sofvoltair00hallrich_bw.pdf

22 John F. Kennedy (27 April 1961), “Address Before the American Newspaper Publishers As-
sociation,”  Waldorf-Astoria  Hotel,  New  York  City.  Available  at:  https://
www.jfklibrary.org/archives/other-resources/john-f-kennedy-speeches/american-
newspaper-publishers-association-19610427

137



32/2025 Revue pro právo a technologie ROČ. 16

4. BEYOND STATE ACTION: THE NEED FOR A MULTILATERAL 
AND BALANCE RESPONSE
4.1 INTERNATIONAL COOPERATION AND THE ROLE OF NON-STATE 
ACTORS
As historian  Yuval  Noah  Harari  reminds  us  in 21  Lessons  for the 21st 
Century,23 the digital age has made truth more fragile than ever. In a world 
of algorithms  and  instantaneous  sharing,  no  single  government  can  ef-
fectively  safeguard  factual  integrity.  Fighting  disinformation,  therefore, 
requires a collective vigilance, not merely state intervention.

This  idea  is  at the heart  of the United  Nations  report  A/77/287 
on Countering Disinformation for the Promotion and Protection of Human 
Rights  and  Fundamental  Freedoms,24 which  stresses  that:  “Countering 
the different manifestations of disinformation requires addressing underly-
ing  societal  tensions,  fostering  respect  for human rights,  and supporting 
a plural civic space and media landscape.” In other words, the fight against 
disinformation  must  be  rooted  in human  rights,  not  in state  control.  It 
should involve a network of NGOs, journalists, and international instituti-
ons acting as safeguards of pluralism and transparency.

For example, the European Court of Human Rights (Article 10 ECHR)25 
recognises that restrictions on freedom of expression can only be justified if 
they  are  necessary  in a democratic  society.  Which  means  proportionate, 
lawful, and aimed at protecting legitimate interests such as public safety or 
the rights of others.

23 Yuval Noah Harari (2018), 21 Lessons for the 21st Century, Chapter 3 “Liberty: Big Data is 
watching  you.”;  Chapter 17  “Post-Truth:  Some  fake  news  lasts  for ever”.  Available  at: 
https://learn.luiss.it/pluginfile.php/776296/course/overviewfiles/harari-21-lessons-for-
the-21st-century.pdf

24 United Nations General Assembly (2022), Countering Disinformation for the Promotion and 
Protection of Human Rights and Fundamental Freedoms, Report of the Secretary-General, 
A/77/287, 12 August. Available at: https://docs.un.org/en/a/77/287

25 Council of Europe (1950), European Convention on Human Rights, Article 10. Available at: 
https://www.echr.coe.int/documents/d/echr/convention_ENG
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Similarly, the Charter of Fundamental Rights of the European Union (Ar-
ticle 11)26 upholds freedom of expression while permitting its limitation on-
ly when required to preserve public order or prevent harm. This balance 
echoes Rousseau’s “social contract:” regulation is legitimate only when it 
serves the general interest without silencing diversity of thought.

Concrete  examples  illustrate  how  a multilateral  approach  can  work. 
The UN and the EU have both condemned state-sponsored disinformation 
campaigns notably Russian operations in Africa’s Sahel region demonstra-
ting that accountability can emerge from international cooperation rather 
than unilateral  censorship.27 NGOs like Reporters  Without  Borders28 and 
Amnesty  International29 also  play  an essential  role  in monitoring  abuses 
and defending media freedom when governments themselves become sour-
ces of disinformation.

4.2 CIVIL SOCIETY AND PRIVATE PLATFORMS: NEW FRONTIERS 
OF RESPONSIBILITY
While states and international  organisations are key actors,  civil  society 
and  the private  sector  now  occupy  a central  position  in the information 
ecosystem.  Liberal  democracies,  as the UN  report  notes,  “must  come 
to terms  with  the fact  that  in the digital  city,  citizens  and  institutions 
cannot be shielded from propaganda or disinformation without compromi-
sing  their  egalitarian  and  liberal  values.”30 The solution,  therefore,  lies 
in shared responsibility.
26 European  Union  (2012),  Charter  of Fundamental  Rights  of the European  Union,  2012/

C 326/02,  OJ  C 326,  26  October.  Available  at:  https://eur-lex.europa.eu/legal-content/
EN/TXT/PDF/?uri=CELEX:C2012/326/02

27 United  Nations  Human  Rights  Council  (1  April  2022),  Role  of States  in countering 
the negative impact of disinformation on the enjoyment and realization of human rights. 
Available at: https://docs.un.org/en/A/HRC/res/49/21
European  Council  (18  July  2022),  Council  Conclusions  on Foreign  Information 
Manipulation  and  Interference  (FIMI).  Available  at:  https://data.consilium.europa.eu/
doc/document/ST-11429-2022-INIT/en/pdf

28 Reporters Sans Frontières (2024), World Press Freedom Index 2024. Paris. Available at: 
https://rsf.org/fr

29 Amnesty International (2024),  Annual Report  2023/24: The State of the World’s  Human 
Rights. London. Available at: https://www.amnesty.org.uk/resources/state-worlds-human-
rights-2024
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Citizens and independent organisations increasingly take part in the ef-
fort to debunk false narratives.

For instance, numerous “fact-checking” initiatives such as Les Décodeurs 
in France31 or PolitiFact in the United States32 have emerged to verify viral 
claims  and  expose  misleading  stories.  This  participatory  vigilance 
strengthens democratic  resilience by empowering individuals  rather than 
relying solely on the State.

Private tech companies also play a decisive role. Platforms like Wikipe-
dia flag unsourced content and encourage community corrections,  while 
Facebook and X (formerly Twitter) have developed partnerships with in-
dependent  fact-checkers.  In 2019,  Mark  Zuckerberg  himself  called 
for stronger  public  regulation  of online  speech,  acknowledging  that  few 
companies have the resources to moderate content responsibly at a global 
scale.33

Yet  as legal  scholar  Jacob Mchangama argues34 such regulation must 
align with international human rights norms, ensuring that platforms do 
not become “privately outsourced censors of dissent.” Instead of silencing 
controversial voices, social media governance should focus on transparen-
cy, accountability, and human rights compliance.

Ultimately, the fight against disinformation cannot be reduced to state 
control  or  algorithmic  censorship.  It  requires  a polycentric  approach 
by combining state regulation, civil vigilance, and corporate responsibility. 
That preserves the freedom of expression essential to democracy while de-
fending societies against manipulation and falsehood. The challenge is not 
30 United Nations General Assembly (2022), Countering Disinformation for the Promotion and 

Protection of Human Rights and Fundamental Freedoms, Report of the Secretary-General, 
A/77/287, 12 August. Available at: https://docs.un.org/en/a/77/287

31 Le  Monde,  “Les  Décodeurs:  Vérification  et  décryptage  de  l'information.”  Available  at: 
https://www.lemonde.fr/les-decodeurs/

32 PolitiFact,  “Fact-Checking  the News,”  Poynter  Institute.  Available  at:  https://www.poli-
tifact.com/

33 Mark Zuckerberg (30 March 2019), “The Internet Needs New Rules: Let’s Start in These 
Four Areas,” The Washington Post. Available at: https://www.latimes.com/opinion/op-ed/
la-oe-mark-zuckerberg-internet-needs-new-rules-20190330-story.html

34 Jacob  Mchangama  (2022),  “The New  Censorship:  Why  the War  on Disinformation  is 
a Threat to Free Speech,” Foreign Affairs, May/June.
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to choose  between  truth  and  freedom,  but to design  institutions  capable 
of protecting both.

5. CONCLUSION
To conclude,  disinformation threatens  the very foundations  of democracy 
by distorting truth and undermining public trust. Yet, while the State has 
a duty to protect citizens and ensure informed debate, excessive interventi-
on risks sliding into censorship. As Rousseau and Mill remind us, demo-
cracy depends on an informed and free public discourse. The truth emerges 
through debate, not control.

The fight against  disinformation must therefore be collective:  govern-
ments, civil society, media, and international institutions share the respon-
sibility  to protect  both  truth  and  liberty.  Only  a balanced,  multilateral 
approach can preserve this delicate equilibrium.

Ultimately, the strength of a democracy lies not in its ability to control 
information, but in its faith that open dialogue will let truth prevail.
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ESSAYS

WILL USE OF (G)AI CAUSE PROFOUND CHANGE 
IN THE LEGAL PROFESSION OR IS IT SIMPLY A NEW 

TOOL?1

ONDŘEJ SUKAČ2

DESCRIPTION OF AI USE
I declare that for the essay “Will use of (G)AI cause profound change in the 
legal profession or is it simply a new tool?”, I have used ChatGPT to help with 
research, English phrasing, translations, and to get short summaries and compa-
risons of different ideas. All thoughts and the final text were reviewed and edited 
by me according to my own understanding and judgment.3

1. INTRODUCTION
Generative AI (G(AI)) is changing many jobs, including the legal profession. 
Unlike older tools like legal databases or document templates, G(AI) can 
write,  research,  and predict  outcomes in ways we have not seen before. 
This essay looks at how G(AI) will change how law firms make money, af-
fect jobs for lawyers, and give clients new tools to help themselves. Some 
people think G(AI) is just another tool to make work faster, but it could al-

1 Esej byla zpracována v podzimním semestru 2025 v rámci předmětu MVV57917K Regula-
ting  Disruptive  Technologies.  /  The essay  was  written  in the autumn  2025  semester 
for the course MVV57917K Regulating Disruptive Technologies.

2 Ondřej  Sukač  is  a student  at  the Faculty  of Law,  Masaryk  University.  Contact  e-mail: 
529356@mail.muni.cz

3 Summarize key arguments in recent academic literature on how generative AI may trans-
form the legal profession [prompt] List potential positive and negative impacts of AI adop-
tion on law firms’ financial structures [follow-up prompt] Explain how AI tools might influ-
ence clients’ ability to represent themselves in legal disputes [follow-up prompt]. In: Chat-
GPT 4.0 [cited 1. 12. 2024]. Prompt link: [unavailable]
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so change how lawyers and clients work together and improve access to 
legal help.

2. EVOLUTION OF TECHNOLOGY IN LEGAL PRACTICE
Technology has always helped lawyers work faster and smarter. Now, gene-
rative AI takes things further by writing legal drafts, researching faster, and 
even predicting case outcomes. Unlike older tools like legal databases or 
document  templates,  AI  can  create  new  content,  making  it  helpful 
for complex tasks like contract writing or summarising cases. However, it 
also raises concerns about mistakes and ethical use. While AI saves time, 
lawyers still need to check its work to avoid problems4.

3. FINANCIAL AND STRUCTURAL IMPACTS
Generative  AI  is  set  to  change  how  law  firms  operate  financially  and 
structurally. One major shift is the reduction in costs. AI can handle repeti-
tive tasks like document review, contract drafting, and legal research faster 
than humans, saving money on staff hours. This may lead to fewer billable 
hours, challenging the traditional hourly billing model and pushing firms 
toward  flat  fees  or  subscription-based  pricing.  Smaller  law  firms  could 
benefit greatly, as AI tools allow them to compete with larger firms by offe-
ring similar services at lower cost.5

Another change is  the investment in AI tools.  Law firms will  need to 
spend money on acquiring, maintaining, and training staff to use AI sys-
tems. These costs could be high upfront, but the long-term savings and effi-
ciency gains may outweigh them. Larger firms may have the resources to 

4 WHITE,  Stu.  How  AI  is  reshaping  the future  of legal  practice [online].  Law  Society, 
20.11.2024  [cit.  1.12.2024].  Available  at:  https://www.lawsociety.org.uk/topics/ai-and-
lawtech/partner-content/how-ai-is-reshaping-the-future-of-legal-practice

5 COOKE,  Emma,  Elyse  BARG,  Melissa  LEE,  Gaurav  DEWANI,  Jacob  JACKSON,  Migara 
RODRIGO, Marcus ROXBURGH, Kassandra SALVADOR, Ingrid SOMMER a Tom STOKELD. 
AI in Law & the Legal Profession [online]. LSE Law, březen 2024, s. 13 [cit. 1.12.2024].  
Available at: https://www.lse.ac.uk/law/Assets/Documents/news/AI-in-Law-the-Legal-Pro-
fession-Industry-Insights-Report.pdf
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adopt AI quickly, creating a gap between firms that can afford these tech-
nologies and those that cannot.6

Additionally, AI could reshape internal structures. Firms may rely less 
on junior lawyers for routine tasks, leading to fewer entry-level jobs.  In-
stead,  firms might  hire  more legal  tech specialists  and data  analysts  to 
manage AI systems. This could change the traditional law firm pyramid, wi-
th fewer associates and more specialised roles.

Overall, while AI brings financial savings and efficiency, it also forces 
law firms to rethink their business models and staffing structures.

4. EMPLOYMENT AND JOB TRANSFORMATION
Generative AI is changing how legal jobs work. Many routine tasks that 
lawyers  and  paralegals  used  to  do,  like  researching  cases,  reviewing 
contracts,  or  drafting simple  documents,  can now be done by AI  much 
faster.  This  means  fewer  people  may be  needed  for these  types  of jobs, 
which could lead to job losses, especially for junior lawyers and paralegals7.

However, AI is also creating new roles. Law firms and legal departments 
are now hiring specialists who can manage AI systems, check their accu-
racy, and ensure they follow legal rules. Roles like legal tech advisors, data 
privacy officers, and AI ethics consultants are becoming more important. 
Lawyers who understand how to work with AI will have an advantage over 
those who do not.8

AI is also changing what lawyers focus on in their work. Instead of spen-
ding hours on repetitive tasks, lawyers can focus on more complex and stra-

6 COOKE,  Emma,  Elyse  BARG,  Melissa  LEE,  Gaurav  DEWANI,  Jacob  JACKSON,  Migara 
RODRIGO, Marcus ROXBURGH, Kassandra SALVADOR, Ingrid SOMMER a Tom STOKELD. 
AI in Law & the Legal Profession [online]. LSE Law, březen 2024, s. 10 [cit. 1.12.2024].  
Available at: https://www.lse.ac.uk/law/Assets/Documents/news/AI-in-Law-the-Legal-Pro-
fession-Industry-Insights-Report.pdf

7 WHITE,  Stu.  How  AI  is  reshaping  the future  of legal  practice [online].  Law  Society, 
20.11.2024  [cit.  1.12.2024].  Available  at:  https://www.lawsociety.org.uk/topics/ai-and-
lawtech/partner-content/how-ai-is-reshaping-the-future-of-legal-practice

8 Redefining  legal  business  -  the  end  of  the  billable  hour?  [online].  Wolters  Kluwer, 
24.10.2024 [cit.  1.12.2024]. Available at:  https://www.wolterskluwer.com/en/expert-in-
sights/ai-impact-on-legal-business-models
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tegic work, like gaining new clients, talking about deals, or solving legal 
problems.  This  shift  can  make the legal  profession  more  rewarding  and 
creative, but it also means lawyers need to develop new skills, like under-
standing technology and data analysis.

Overall, while AI may reduce some traditional legal jobs, it also opens 
doors to new opportunities and helps lawyers focus on higher-value tasks. 
The challenge will be adapting to these changes and learning the skills nee-
ded to work with AI9.

5. CLIENT BEHAVIOUR AND SELF-REPRESENTATION
Generative AI is  changing how clients interact with lawyers and handle 
their legal issues. With AI tools, people can draft contracts, prepare legal 
forms,  and  even  get  advice  on their  rights  without  needing  a lawyer. 
For example, AI-powered chatbots can help someone create a will  or re-
spond to a landlord dispute. This is making legal help cheaper and more ac-
cessible, especially for people who cannot afford a lawyer.

Because  of this,  some  clients  might  choose  to  represent  themselves 
in court or legal matters, relying on AI tools for guidance. However, this 
can be risky. AI can make mistakes or misunderstand complex situations.10

Complex situations, leading to incorrect or incomplete advice. Lawyers 
may still  be needed to review the AI's  work and handle complicated is-
sues11.

For lawyers, this means a shift in their role. Instead of doing basic tasks, 
they might focus more on advising clients who use AI, fixing mistakes, or 
handling cases where AI falls short. Some law firms may also create AI-

9 PWC. PwC 2024 Global AI Jobs Barometer [online]. 21.5.2024 [cit. 1.12.2024]. Available at: 
https://www.pwc.com/gx/en/issues/artificial-intelligence/job-barometer.html

10 Risks of Litigants in Person (LiPs) Using AI and ChatGPT for Self-Representation [online]. 
Pearcelegal, 21.5.2024 [cit. 1.12.2024]. Available at: https://pearcelegal.co.uk/blog/using-
ai-and-chatgpt-for-self-representation

11 EDELMAN, David C. a Mark ABRAHAM. Customer Experience in the Age of AI [online]. Har-
vard Business Review, 2022-03 [cit. 2024-12-01]. Available at:  https://hbr.org/2022/03/
customer-experience-in-the-age-of-ai
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based services to attract clients who want affordable, tech-friendly soluti-
ons.

While AI empowers clients, it raises concerns about accountability. If an 
AI tool gives bad advice, who is responsible? Lawyers and regulators will 
need to address these issues to protect clients and ensure fair outcomes12.

In summary, AI is giving clients more control over their legal needs but 
also  creating  new risks.  Lawyers  must  adapt  to  work  alongside  AI  and 
provide value where machines cannot.

6. ETHICAL AND REGULATORY CONSIDERATIONS
Generative AI in legal work raises important ethical and regulatory questi-
ons.  One key issue is  bias.  AI  systems learn from data,  and if  the data 
contains biases, the AI can repeat or even amplify them. For example, an AI 
tool might suggest unfair outcomes in discrimination cases if the training 
data reflects biased decisions. This puts lawyers and regulators under pres-
sure to ensure that AI tools are fair and reliable.

Accountability is another big concern. If AI makes a mistake, like draf-
ting a flawed contract or providing wrong advice, who is responsible? Is it 
the lawyer using the tool, the company that created the AI, or the client re-
lying on it? Current laws don’t fully address these situations, creating un-
certainty for both lawyers and clients13.

To address these challenges, new rules and standards are being deve-
loped. Governments and legal organisations are working on regulations to 
ensure  that  AI  tools  are  transparent,  accurate,  and  used  ethically. 
For example,  some jurisdictions require AI tools to be tested for fairness 
and reliability before use.14 Lawyers also need to follow ethical rules when 
using  AI.  They  must  review the AI’s  output  carefully  and  make  sure  it 

12 AI  Accountability:  Who's  Responsible  When  AI  Goes  Wrong? [online].  Emerge  Digital, 
11.8.2023 [cit. 1.12.2024]. Available at:  https://emerge.digital/resources/ai-accountabil-
ity-whos-responsible-when-ai-goes-wrong/

13 WALSH,  Colleen.  How to  think  about  AI [online].  Harvard Law School,  27.6.2023 [cit. 
1.12.2024]. Available at: https://hls.harvard.edu/today/how-to-think-about-ai/

14 EUROPEAN COMMISSION. AI Act [online]. Digital Strategy [cit. 1.12.2024]. Available at: 
https://digital-strategy.ec.europa.eu/en/policies/regulatory-framework-ai
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aligns with legal standards. This means AI cannot replace human judgment 
but must be treated as a tool under lawyers’ control15.

7. BUT… INTEGRATION OVER REVOLUTION
While Generative AI is bringing changes to the legal field, it appears more 
as an advanced tool integrating into existing workflows than a complete 
revolution. Many tasks that AI handles, like contract review or legal re-
search,  were  already  being  done  with  traditional  software,  albeit  more 
slowly and with more human effort. AI simply speeds up these processes 
and makes them more efficient.

Additionally, lawyers' core roles, like offering legal advice, representing 
clients  in court,  or  making complex decisions,  still  require  human judg-
ment, empathy, and expertise that AI cannot replicate. These tasks involve 
a nuanced understanding of laws, ethics, and human behaviour, which AI is 
not equipped to handle.16

Some also argue that AI's impact will be limited by its accessibility and 
adoption. Smaller firms or lawyers in regions with fewer resources may not 
have  the tools  or  infrastructure  to  fully  embrace  AI.  While  larger  firms 
might lead the way, it could take years for AI to be fully integrated across 
all sectors of the legal profession.17

15 NORVELL, Meghan. Common ethical dilemmas for lawyers using artificial intelligence [online]. 
National  Jurist,  8.10.2024  [cit.  1.12.2024].  Available  at:  https://nationaljurist.com/
smartlawyer/professional-development/common-ethical-dilemmas-for-lawyers-using-artifi-
cial-intelligence/

16 INTERNATIONAL BAR ASSOCIATION. The Future is Now: Artificial Intelligence and the 
Legal Profession [online]. London: IBA, září 2024, s. 11 [cit. 1.12.2024]. Available at: ht-
tps://www.ibanet.org/document?id=The-future-is+now-AI-and-the-legal-profession-re-
port

17 BROOKS, Chay, Cristian GHERHES a Tim VORLEY. Artificial intelligence in the legal sec-
tor: pressures and challenges of transformation. Cambridge Journal of Regions Economy 
and Society [online]. Prosinec 2019, s. 5 [cit. 1.12.2024]. Available at: https://www.re-
searchgate.net/publication/338163462_Artificial_intelligence_in_the_legal_sector_pres-
sures_and_challenges_of_transformation
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Lastly, AI cannot entirely replace the relationship between clients and 
lawyers. Trust, communication, and personalised service are still central to 
many legal services, especially in sensitive matters18.

8. THE FUTURE OF LEGAL EDUCATION
As Generative AI becomes a bigger part of the legal field, legal education 
will need to adapt. Future lawyers will need to learn how to use AI tools 
effectively. This means law schools will have to teach students not only 
about the law, but also about technology, data analysis, and AI tools that 
are now part of legal practice. Understanding how to use AI for legal re-
search,  document  drafting,  and  case  predictions  will  be  crucial  for new 
lawyers.

In addition to technical skills, law students will need to focus on areas 
where AI cannot replace human judgment, such as ethical decision-making, 
client relationships, and strategic thinking. AI can handle routine tasks, but 
it cannot understand human emotions or provide the personal touch that 
clients expect from their lawyers19.

Some law schools are already integrating  AI-focused courses into their 
curriculum, teaching students how to use legal tech and consider its ethical 
implications.20 The challenge will be ensuring that legal education remains 
balanced, with a focus on both technology and the human aspects of law.

Ultimately, lawyers who are comfortable using AI and understand its li-
mitations will have an advantage in the job market. The future of legal edu-

18 How is generative artificial intelligence changing the legal profession? [online]. Economics 
Observatory [cit. 1.12.2024]. Available at: https://www.economicsobservatory.com/how-
is-generative-artificial-intelligence-changing-the-legal-profession

19 PRAKASH, Aswathy G. a Vishnu NAIR. Integrating Generative AI into Legal Education: 
From Casebooks to Code, Opportunities and Challenges. Law, Technology and Humans [on-
line]. 2024, roč. 6, s. 64 [cit. 1.12.2024]. DOI: 10.5204/lthj.3640. Available at: https://
www.researchgate.net/publication/386174047_Integrating_Generative_AI_into_Legal_Edu-
cation_From_Casebooks_to_Code_Opportunities_and_Challenges_NA

20 MURRAY, Seb. Law Schools Integrate Artificial Intelligence into Curricula [online]. LLM 
GUIDE,  29.8.2024  [cit.  1.12.2024].  Available  at:  https://llm-guide.com/articles/law-
schools-integrate-artificial-intelligence-into-curricula
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cation will likely include a mix of traditional legal theory and modern tech-
nological skills.

9. CONCLUSION
Generative  AI  is  reshaping  the legal  profession,  offering  opportunities 
for efficiency and cost savings, while also posing challenges to jobs, ethical 
standards, and legal education. AI can perform repetitive tasks quickly, but 
its ability to handle complex legal issues, make ethical decisions, or build 
client relationships remains limited. While some jobs may be replaced, new 
roles are emerging in tech management and AI ethics, and lawyers will still 
be needed for tasks that require human judgment.

AI also gives clients more control over their legal matters, offering che-
aper and more accessible tools,  but raises concerns about accountability 
and quality. The legal profession must balance innovation with caution, en-
suring AI tools are used ethically and responsibly.

Looking ahead, legal education will  need to prepare students for this 
new  reality  by  teaching  both  technology  and  traditional  legal  skills. 
The future of the legal profession will likely be a blend of human expertise 
and advanced technology, enhancing efficiency while preserving essential 
human elements.
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