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The article investigates the data governance challenges arising from the integration
of electric vertical take-off and landing (eVTOL) systems into the United Arab
Emirates’ emerging urban air mobility ecosystem. As eVTOL operations rely
on continuous streams of biometric, geolocation and operational telemetry data,
existing legal instruments, particularly the UAE Personal Data Protection Law
(Federal Decree by Law No. (45) of 2021), national cybersecurity strategies and
General Civil Aviation Authority (GCAA) advisories, remain underprepared to
regulate these high-risk data flows. The article examines the extent to which UAE
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frameworks can accommodate the unique risks posed by autonomous, data-driven
aviation, including the processing of sensitive passenger data, real-time cross-border
transfers, AI-based navigation decisions and the vulnerability of interconnected
systems to cyberattacks. Through a doctrinal analysis, it draws comparative insights
from the European Union’s integrated data protection and aviation cybersecurity
model and the United States’ decentralised, innovation-led approach. The article
argues that aviation-specific data governance standards, enhancing algorithmic
accountability and strengthening cybersecurity obligations are essential steps for
aligning technological ambition with public safety. It concludes that a coherent,
forward-looking regulatory model will be critical for ensuring trust, accountability
and operational resilience as the UAE advances its eVTOL deployment plans.

KEY WORDS
data protection, flying taxis, eVTOL, cybersecurity, aviation law, urban air mobility,
algorithmic accountability

1. INTRODUCTION
Electric vertical take-off and landing aircraft (eVTOLs) have emerged
as an essential part of urban air mobility (UAM). This has caused an
unprecedented shift in the global transportation industry.1 By offering
efficient and environmentally friendly transportation options that are also
traffic congestion-free, eVTOLs, which are built to function in densely
populated urban settings, have the potential to completely revolutionise
mobility.2 A new set of legal and policy challenges has arisen from the
technologies that facilitate eVTOL operations, such as artificial intelligence
(AI), autonomous systems, and networked communications, as governments
and corporate organisations strive to integrate eVTOLs into urban mobility.3

Concerns regarding cybersecurity and data privacy are perhaps the most
significant, as they are essential to public confidence in this emerging
industry.

1 Lim Kin Yip. (2024) Comprehensive Multi-Disciplinary Design of an Electric Vertical Take-off and
Landing Aircraft. PhD Thesis, Nanyang Technical University, Singapore, 1, 23; Adam P. Cohen,
Susan A. Shaheen & Emily M. Farrar (2021) Urban Air Mobility: History, Ecosystem, Market
Potential, and Challenges. 22 IEEE Transactions on Intelligent Transportation Systems 6074.

2 Muhammad Yasir Arafat & Sungbum Pan. (2024) Urban Air Mobility Communications and
Networking: Recent Advances, Techniques, and Challenges 8 Drones 1; Saba Al-Rubaye, Antonios
Tsourdos & Kamesh Namuduri. (2023) Advanced Air Mobility Operation and Infrastructure for
Sustainable Connected eVTOL Vehicle 7 Drones 1, 2.

3 Senwei Xiang & others. (2024) Autonomous eVTOL: A summary of researches and challenges 3
Green Energy and Intelligent Transportation 1, 13.
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Data is the foundation of eVTOL ecosystems.4 Both the real-time
transmission of statistics for air traffic control and the collection of passenger
biometric identifiers and geolocation data depend on enormous data flows
across various organisations and governments.5 There are significant
concerns regarding data ownership, consent, cross-border transfer, and
the ability of cybersecurity systems to survive malicious attacks or breaches
triggered by these factors.6 These concerns are especially significant for
the United Arab Emirates (UAE) because it is at the forefront of smart
city development and technological innovation. Despite Dubai’s ambitious
plans to introduce eVTOLs as early as 2026,7 the regulatory frameworks
governing data privacy and aviation cybersecurity in an innovation as
novel as eVTOLs, are still being developed.8 Yet, the laws governing these
data flows are incomplete. The UAE’s Personal Data Protection Law and
National Cybersecurity Strategy establish general principles but do not offer
aviation-specific rules for telemetry, biometric or cross-border data generated
by eVTOL operations. Existing General Civil Aviation Authority (GCAA)
advisories also do not address data protection or cybersecurity obligations
in this context. International frameworks such as the GDPR (General Data
Protection Regulation) provide partial guidance but were not designed for
high-tech, AI-enabled air mobility. This creates a regulatory gap: operators
lack certainty on compliance, liability allocation and safeguards against data
misuse or cyberattacks.

This article argues that conventional data protection frameworks, which
are designed for transactional data processing, are structurally inadequate
for continuous, safety-critical autonomous systems such as eVTOLs. This
article explores the data protection challenges posed by eVTOL operations
from a UAE perspective. It examines the adequacy of the UAE’s Personal

4 Saba Al-Rubaye, Antonios Tsourdos & Kamesh Namuduri. (2023) Advanced Air Mobility
Operation and Infrastructure for Sustainable Connected eVTOL Vehicle. 7 Drones 1, 2.

5 Nimra Khan & Marina Efthymiou. (2021) The use of biometric technology at airports: The case of
customs and border protection (CBP). 1 International Journal of Information Management Data
Insights.

6 Alex Matthew. (2024) Cloud Data Sovereignty Governance and Risk Implications of Cross-Border
Cloud Storage. Available from: https://www.isaca.org/resources/news-and-
trends/industry-news/2024/cloud-data-sovereignty-governance-and-
risk-implications-of-cross-border-cloud-storage [Accessed 26 August 2025].

7 Abdelhadi Ramahi, Amr Alfiky and Luke Tyson. (2025) Dubai aims to beat the traffic with 2026
Joby air taxi liftoff Available from: https://www.reuters.com/world/middle-east/d
ubai-aims-beat-traffic-with-2026-joby-air-taxi-liftoff-2025-07-01/
[Accessed 26 August 2025].

8 Karim Tolba, ‘UAE GCAA unveils National Civil Aviation Cybersecurity Guidelines’
(Aviation Business ME, 2 October 2024) https://www.aviationbusinessme.com/n
ews/gcaa-national-civil-aviation-cybersecurity-guidelines accessed 26
August 2025.
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Data Protection Law (Federal Decree by Law No. (45) of 2021) and associated
cybersecurity regulations in addressing the unique risks of urban air mobility
systems, particularly the processing of passenger biometrics, continuous
geolocation tracking, real-time operational telemetry, cross-border data
transfers and heightened exposure to cyberattacks. By combining these
perspectives, the technical risks inherent in eVTOL data flows and the
legal gaps in the UAE’s current data protection and aviation cybersecurity
framework, the article identifies key weaknesses, including the absence of
aviation-specific data governance rules, limited guidance on biometric and
geolocation processing and the lack of mandatory cybersecurity standards
for eVTOL operators. These shortcomings frame the core research problem
of the article: whether the UAE’s emerging regulatory architecture can
adequately address the data protection and cybersecurity risks inherent in
eVTOL operations. The article proposes legal and policy recommendations
to further strengthen the UAE’s regulatory architecture, ensuring that the
technological innovation of eVTOLs is aligned with effective data protection
and public safety rules and regulations. Although the article focuses on
eVTOL operations, many of the underlying cybersecurity and privacy
risks arise across autonomous aviation, however, the distinct concern in
the context of eVTOLs lies in their convergence with passenger carrying
operations, dense urban deployment and continuous processing of data
linked to passengers.

2. UNDERSTANDING EVTOL TECHNOLOGY AND DATA
The advent of eVTOLs marks a substantial shift from traditional aviation
models, not only in terms of infrastructure or propulsion but more
importantly in the type of technologies that such operations depend on.9

Unlike traditional aircraft that function mostly as standalone mechanical
systems with human pilots at the helm, eVTOLs are autonomous, highly
integrated, data-driven systems.10 Their operation is closely intertwined
with the generation, processing, transmission, and legal governance of
data.11 Therefore, any analysis of eVTOL operations must begin from a
9 Tingyou Li, Xia Xu & Luyi Shen. (2024) An Innovation Management Approach for Electric Vertical

Take-Off and Landing. 16 Sustainability 1,3; Saba Al-Rubaye, Antonios Tsourdos & Kamesh
Namuduri. (2023) Advanced Air Mobility Operation and Infrastructure for Sustainable Connected
eVTOL Vehicle 7 Drones 1, 3; Johnny Doo & others. (2021) NASA Electric Vertical Takeoff and
Landing (eVTOL) Aircraft Technology for Public Services – A White Paper. 20205000636.

10 Mrinmoy Sarkae & others. (2025) A Data-Driven Approach for Performance Evaluation of
Autonomous eVTOLs. 61 IEEE Transactions on Aerospace and Electronic Systems 3626, 3627;
Lijuan Hu, Xufei Yan & Ye Yuan (2025). Development and challenges of autonomous electric vertical
take-off and landing aircraft. 11 Heliyon 1, 2.

11 William R. Van Dalsem et al. (2021) A Data & Reasoning Fabric to Enable Advanced Air Mobility.
20205011320.
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comprehensive examination of the types of data involved, their intended
uses, and the regulatory obligations that arise from the technologically
distinct features of eVTOLs.12

The necessity of continuous real-time communication between different
entities involved in the urban air mobility ecosystem is essential to eVTOL
operation.13 This includes the aircraft itself, its operator, air traffic
control systems, regulatory authorities, and in many cases, third-party
service providers responsible for identity verification, fleet optimisation,
or navigation software.14 This is in contrast to traditional aviation, where
data exchanges are periodic, mostly restricted to flight control and safety
procedures, while eVTOL operations require persistent, high-volume data
flow.15 These flows support service delivery, passenger convenience and
regulatory compliance, in addition to promoting safe operation. As a result,
the legal ramifications extend well beyond traditional aviation law and
into areas such as data protection, cybersecurity, and AI governance.16 To
understand these potential complications, it is essential to distinguish the
main categories of data involved in eVTOL operations.

The first is passenger-related data, which comprises personally
identifiable information such as names, contact details, payment credentials,
and more recently, biometric data required for access and identity
verification. Biometric data, such as fingerprint scans and facial recognition
by iris scans, is especially significant in light of modern data protection
laws.17 For example, biometric identifiers are classified as ‘sensitive personal
data’ under the UAE PDPL, which imposes strict requirements for explicit
consent, purpose specification, and secure processing.18 Article 1 of the UAE
PDPL states:
12 Muhammad Yeasir Arafat & Sungbum Pan. (2024) Urban Air Mobility Communications and

Networking: Recent Advances, Techniques, and Challenges 8 Drones 1, 12.
13 Muhammad Yeasir Arafat & Sungbum Pan. (2024) Urban Air Mobility Communications and

Networking: Recent Advances, Techniques, and Challenges 8 Drones 1, 12.
14 Annitsa Koumoutsidi, Ioanna Pagoni & Amalia Polydoropoulou. (2022) A New Mobility Era:

Stakeholders’ Insights regarding Urban Air Mobility 14 Sustainability 1, 3.
15 William R. Van Dalsem et al. (2021) A Data & Reasoning Fabric to Enable Advanced Air Mobility.

20205011320; Jordon Golson. (2015) Why We Don’t Need Real-Time Flight Tracking. Wired.
Available from: https://www.wired.com/2015/01/why-we-dont-need-real-
time-flight-tracking/ [Accessed 8 September 2025].

16 Kenneth Freeman & Steve W. Garcia Jr. (2021) Cyber Threats and Security Controls Analysis
for Urban Air Mobility Environments. 20205011059; Timothy M. Ravich. (2020) On-Demand
Aviation: Governance Challenges of Urban Air Mobility ("UAM"). 124 Penn State Law Review.
657, 666.

17 Shikhar Srivastava, Diwakar Harit & Abhishek Panwar. (2024) Fingerprints, Iris Scans, and
the Law: Regulating Biometric Human-Computer Interfaces. 9 Journal of Information Systems
Engineering & Management. 342, 344; Xukang Wang & others. (2024) Beyond surveillance:
privacy, ethics, and regulations in face recognition technology. 7 Front. Big Data 1, 2.

18 Federal Decree by Law No. (45) of 2021 Concerning the Protection of Personal Data, art 1.
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"Sensitive Personal Data : Any data which directly or indirectly reveals a natural
person’s family, ethnic origin, political or philosophical opinions, religious beliefs,
criminal record, biometric data, or any data relating to such Federal Decree by
Law Concerning the Protection of Personal Data 3 person’s health and physical,
psychological, mental, genetic or sexual condition, including information related to
the provision of healthcare services to him/her which reveals his/her health status."

Similar protections for high-risk data categories are reflected in
international frameworks like the GDPR of the European Union.19 Article 9
of GDPR states:

"1. Processing of personal data revealing racial or ethnic origin, political
opinions, religious or philosophical beliefs, or trade union membership, and the
processing of genetic data, biometric data for the purpose of uniquely identifying a
natural person, data concerning health or data concerning a natural person’s sex life
or sexual orientation shall be prohibited."

The second category encompasses geolocation and environmental data,
which are essential for eVTOLs to navigate safely and efficiently in urban
settings.20 For real-time determination of location, altitude, and route, these
aircraft rely on complex positioning technologies such as Global Navigation
Satellite System (GNSS), inertial measurement units (IMU), and terrain
mapping sensors.21 At first glance, such data may seem operational rather
than personal, but when linked to specific passengers or combined with
personally identifiable information to reconstruct movement patterns, it
gains legal significance.22 In these instances, location data falls within the
protection of PDPL23 and GDPR,24 both of which acknowledge location as a
potentially intrusive form of personal data.

GDPR Article 4 (1) states: "For the purposes of this Regulation: ‘personal
data’ means any information relating to an identified or identifiable natural person
(‘data subject’); an identifiable natural person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an identification
number, location data, an online identifier or to one or more factors specific to the

19 General Data Protection Regulation 2018, art 9.
20 Nelson Brown et al. (2024) Visual and Inertial Datasets for an eVTOL Aircraft Approach and

Landing Scenario. 20230016377.
21 Paolo Veneruso et al. (2025) FMCW Radar-Aided Navigation for Unmanned Aircraft Approach and

Landing in AAM Scenarios: System Requirements and Processing Pipeline. 25 Sensors 1, 2; Paolo
Veneruso et al. (2022) Sensing Requirements and Vision-Aided Navigation Algorithms for Vertical
Landing in Good and Low Visibility UAM Scenarios. 14 Remote Sensing.

22 This is referred to as Mosaic Effect, wherein multiple data sources can reveal sensitive
information that individual data would not disclose; Rob Matheson. (2018) The privacy risks
of compiling mobility data. MIT News. Available from: https://news.mit.edu/2018/pr
ivacy-risks-mobility-data-1207 [Accessed 9 September 2025].

23 Federal Decree by Law No. (45) of 2021 Concerning the Protection of Personal Data, art 1.
24 General Data Protection Regulation 2018, art 4 (1).
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physical, physiological, genetic, mental, economic, cultural or social identity of that
natural person;"

UAE PDPL Article 1 states: "Personal Data: Any data related to a specific
natural person or related to a natural person that can be identified directly or
indirectly by linking the data, through the use of identification elements such as
his/her name, voice, image, identification number, his/her electronic identifier, his/her
geographical location, or by one or more physical, physiological, economic, cultural
or social characteristics. It includes Sensitive Personal Data and Biometric Data."

Furthermore, the possibility that third parties like state security agencies
and private platform providers could obtain this data raises serious ethical
questions about surveillance, secondary use, and the unravelling of the
purpose limitation principle25 in data protection law.26

Telemetry and operational data make up the third and possibly the
largest category of data involved in eVTOL operations. This includes
performance metrics such as engine temperature, battery status, altitude,
airspeed, and error records—all essential information for airworthiness
assessments, predictive maintenance, and incident investigations.27 Such
data seems impersonal and technical initially, but when seen in the broader
framework of system accountability and liability attribution, its legal status
becomes complicated. For example, if an eVTOL malfunction causes
passenger injury, telemetry data may be used to determine the sequence
of events and determine liability.28 When this data is handled by external
third-party vendors or stored in an external cloud environment, concerns
arise regarding data ownership,29 admissibility as legal evidence30 and the
obligation of data controllers to protect and preserve such information.31

These issues are particularly pertinent in light of the UAE PDPL’s provisions
25 This principle requires organisations to collect and process personal data only for specific,

legitimate reasons.
26 Lubna Luxmi Dhirani et al. (2023) Ethical Dilemmas and Privacy Issues in Emerging Technologies:

A Review. 23 Sensors 1, 3; Peter Königs. (2022) Government Surveillance, Privacy, and Legitimacy.
35 Philosophy & Technology

27 Gaurav Gowda Babu Yashoda et al. (2025) Predictive Maintenance of Aircraft Engine Failure.
5 International Journal of Advanced Multidisciplinary Research and Studies; Mihaela Mitici et al.
(2024) Predictive Maintenance Planning for Batteries of Electric Take-Off and Landing (eVTOL)
Aircraft Using State-of-Health Prognostics. European Safety and Reliability Conference.

28 Gábor Vida & Árpád Török. (2023) Expected effects of accident data recording technology
evolution on the identification of accident causes and liability. 15 European Transport Research
Review. 1, 12.

29 Dennis B Park et al. (2021) Data ownership in cloud: legal issues. 1 International Journal of
Forensic Engineering & Management. 1, 2.

30 Munirah Maher Alshabibi, Alanood Khaled Bu dookhi & M. M. Hafizur Rahman (2024)
Forensic Investigation, Challenges, and Issues of Cloud Data: A Systematic Literature Review. 13
Computers 1, 3.

31 Christos Karagiannis & Kostas Vergidis. (2021) Digital Evidence and Cloud Forensics:
Contemporary Legal Challenges and the Power of Disposal. 12 Information 1, 6.
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on joint controllership and processor obligations, which impose strict duties
on entities that determine the purpose of processing, whether individually or
jointly.32

Across all three data categories, the challenge of real-time transmission
and interconnectivity introduces an additional layer of legal complexity.
eVTOLs cannot operate in isolation; they need constant contact with
ground-based infrastructure to navigate, avoid collisions, and integrate
into urban air traffic systems. Despite being essential for operations, this
connectivity creates legal vulnerabilities related to cybersecurity and system
resilience. For example, if geolocation data is compromised through signal
spoofing, the repercussions could be anything from physical harm to privacy
concerns.33 Article 20 of the UAE PDPL34 mandates "appropriate technical
and regulatory measures to ensure the highest standard of information security";
however, it is unclear what exactly qualifies as appropriate, particularly in
the context of autonomous aviation.

This challenge is exacerbated by the divided nature of liability within
the eVTOL ecosystem. One organisation may collect data (ride-hailing app),
another may process it (facial recognition vendor), a third may transmit it
(telecommunications provider), and a fourth may store it (cloud system
platform). In such situations, robust contractual agreements, real-time
auditing tools, and sector-specific codes of practice are essential to guarantee
adherence to the UAE PDPL’s accountability and transparency principles.35

Without these mechanisms, judicial courts may find it challenging to
determine liability for data misuse, breach or system failure.

The increasing reliance on AI-driven decision-making in eVTOL
operations creates legal problems because autonomous systems execute
real-time actions without human intervention in critical safety scenarios.
Both the UAE PDPL36 and the GDPR37 recognise the necessity of restricting
such fully automated decisions when they have substantial or legal effects on
individuals.

Article 18 of the UAE PDPL states:
32 Federal Decree by Law No. (45) of 2021 Concerning the Protection of Personal Data, arts. 14-16.
33 Shah Zahid Khan, Mujahid Mohsin & Waseem Iqbal. (2021) On GPS spoofing of aerial

platforms: a review of threats, challenges, methodologies, and future research directions.
Computer Science, 1, 11.

34 Federal Decree by Law No. (45) of 2021 Concerning the Protection of Personal Data, art 20.
35 Federal Decree by Law No. (45) of 2021 Concerning the Protection of Personal Data.
36 Federal Decree by Law No. (45) of 2021 Concerning the Protection of Personal Data, art 18.
37 General Data Protection Regulation 2018, art 22.
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"1. The Data Subject shall have the right to object to any decisions resulting from
automated processing, including profiling, particularly those decisions which have
legal impact on or adversely affect the Data Subject.

2. Notwithstanding Paragraph 1 of this Article, the Data Subject may not object
to the decisions resulting from automated processing in the following cases:

a. If the automated processing is agreed upon under the contract made between
the Data Subject and the Controller.
b. If the automated processing is required under other legislations which are
applicable in the State.
c. If the Data Subject gives prior consent to the automated processing as set
out in Article (6) of this Decree by Law.

3. The Controller shall adopt appropriate measures to protect the privacy and
confidentiality of the Data Subject’s Personal Data in the cases referred to in
Paragraph 2 of this article and shall not cause any prejudice to the Data Subject’s
rights

4. The Controller shall include the human element in reviewing automated
processing decisions at the request of the Data Subject."

Article 22 of GDPR states:
"1. The data subject shall have the right not to be subject to a decision based solely

on automated processing, including profiling, which produces legal effects concerning
him or her or similarly significantly affects him or her.

2. Paragraph 1 shall not apply if the decision:

(a) is necessary for entering into, or performance of, a contract between the
data subject and a data controller;
(b) is authorised by Union or Member State law to which the controller is
subject and which also lays down suitable measures to safeguard the data
subject’s rights and freedoms and legitimate interests; or
(c) is based on the data subject’s explicit consent.

3. In the cases referred to in points (a) and (c) of paragraph 2, the data controller
shall implement suitable measures to safeguard the data subject’s rights and freedoms
and legitimate interests, at least the right to obtain human intervention on the part
of the controller, to express his or her point of view and to contest the decision.

4. Decisions referred to in paragraph 2 shall not be based on special categories
of personal data referred to in Article 9(1), unless point (a) or (g) of Article 9(2)
applies and suitable measures to safeguard the data subject’s rights and freedoms and
legitimate interests are in place."
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However, the UAE PDPL does not provide comprehensive guidelines
on how these rights are to be operationalised, in contrast to the GDPR,
which mandates certain procedural safeguards, including the right to human
oversight, explanation, and contestation.38 In autonomous eVTOLs, this
raises particular concerns as algorithmic decisions regarding emergency
rerouting or system overrides may have an impact on passengers without
providing them with effective avenues for redress.

These complexities illustrate that eVTOLs cannot solely be treated as
an aviation innovation but as a contemporary data governance challenge.
Yet, scholarly research to address these intersections is still in its earliest
phases. The following section reviews existing scholarship on eVTOLs, data
protection and aviation cybersecurity to identify what has been explored and
where gaps remain.

3. LITERATURE REVIEW
Sharing data online has become part of our daily lives. At times, we do it
mindlessly without putting much thought into whether our data is protected
or not. This makes data protection of utmost importance in today’s day and
age. With the development of urban air mobility (UAM) as a new mode
of transport in the shape of eVTOLs, there has been an enhancement in air
mobility.39 eVTOLs promote sustainability because they operate on batteries
rather than fuel, improve traffic management, and feature eco-friendly
aircraft designs with lower carbon dioxide levels.40

However, eVTOLs are vulnerable to a number of cyber threats due to their
digital interference and communication networks.41 To obtain unauthorized
access, malicious actors can take advantage of flaws in communication
protocols, control systems, and vehicle software. Sensitive information may
be included in data transferred between infrastructure and aircraft, making
data privacy and encryption crucial for transportation security.42 For the

38 General Data Protection Regulation 2018, art 22 (3).
39 Pablo Mendes de Leon & Benjamyn Scott. (2023) Scanning the Air Transport Market in Europe

and Beyond: The Position of Airlines and the Evolution of Technical Innovations in Alan D.
Meneghetti & Philip Perrotta. (eds.) International Comparative Legal Guides. 15, 17.

40 Pablo Mendes de Leon & Benjamyn Scott, ‘Scanning the Air Transport Market in Europe
and Beyond: The Position of Airlines and the Evolution of Technical Innovations’ in Alan D.
Meneghetti & Philip Perrotta (eds), International Comparative Legal Guides (Global Legal
Group 2023) 15, 17.

41 Lubna Luxmi Dhirani, Eddie Armstrong & Thomas Newe. (2021) Industrial IoT, Cyber Threats,
and Standards Landscape: Evaluation and Roadmap 11 Sensors 1, 3.

42 Gulshan Kumar & Ali Altalbe. (2024) Artificial intelligence (AI) advancements for transportation
security: in depth insights into electric and aerial vehicle systems. Environment, Development and
Sustainability 1, 8.
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successful long-term integration of eVTOLs, it is essential for them to be a
secure form of advanced air mobility (AAM) transport.

Scholars highlight the importance of addressing concerns relating to
privacy, i.e., collection, transmission and storage of data collected by
eVTOLs.43 They stress the necessity of regulations regarding cybersecurity,
liability and insurance to safeguard passengers while maintaining
operational safety and security.44 Data from AI-enabled systems used for
real-time navigation must be protected to prevent misuse and inconvenience
to passengers.45 A suggestion has also been put forward to introduce
privacy-preserving machine learning tools such as differential privacy,
secured data sharing protocol and homomorphic encryption to safeguard
sensitive data collected by eVTOLs during the course of their operation.46

However, the existing literature remains largely fragmented. Most
studies focus on technical safeguards in isolation and do not assess how
these measures fit within a coherent regulatory framework or interact with
broader data protection principles under instruments like the UAE PDPL and
the GDPR. Many also assume that advanced privacy-enhancing tools can
be implemented without addressing practical, operational or jurisdictional
challenges.

In a research conducted in Turkiye, the people interviewed had concerns
about eVTOLs susceptibility to hackers, they emphasized that dangers such
as eVTOL abuse and hacking, may result in privacy violations and the
exploitation of private information. The article reveals the necessity of strong
cybersecurity safeguards to guarantee safe data handling and stop illegal
access while using eVTOLs.47 While these concerns reflect broader global
debates, the literature rarely considers how such cybersecurity risks should
be addressed within existing aviation and data protection frameworks or
who should be held accountable. This gap shows that although risks are
recognised, their regulatory implications remain underexplored.

Some scholars have also suggested that the regulatory framework
governing eVTOLs in different countries, i.e., the USA and EU,

43 Ridha Nugraha & Benjamyn Scott. (2024) Flying taxis, air mobility and challenges for Indonesia.
The Jakarta Post. Available from: https://scholarlypublications.universiteit
leiden.nl/access/item\%3A3728443/view [Accessed 17 November 2025.]

44 Ridha Nugraha & Benjamyn Scott. (2024) Flying taxis, air mobility and challenges for
Indonesia. op. cit.

45 Sakshi Mishra & Praveen Palanisamy. (2023) Autonomous Advanced Aerial Mobility—An
End-to-End Autonomy Framework for UAVs and Beyond. 11 IEEE Access 318, 320.

46 Sakshi Mishra & Praveen Palanisamy. (2023) op. cit.; Hamed Alqahtani & Gulshan Kumar.
(21024) Machine learning for enhancing transportation security: A comprehensive analysis of electric
and flying vehicle systems. 29 Engineering Applications of Artificial Intelligence.

47 Ertan Çınar & Arif Tuncal. (2023) The Future of UAVs in Urban Air Mobility: Public
Perception and Concerns. Turkish Journal of Unmanned Aerial Vehicles. 50, 54.
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should be collaborated in order to ensure safety with a keen focus on
airspace management, liability and certification.48 But these calls for
cross-jurisdictional alignment often overlook the substantial differences
between national legal systems, particularly in data protection, liability
allocation and certification standards. Without resolving these procedural
differences, meaningful regulatory harmonisation remains difficult. This
reveals the need for each jurisdiction, including the UAE, to assess how
international laws can be adapted within its own legal framework while
ensuring interoperability and safety.

In the EU, data protection is governed by GDPR. It has been suggested
that adherence to GDPR for managing data privacy will lead to a more secure
urban air mobility ecosystem.49 The principles of Article 550 on lawfulness,
fairness, transparency and integrity of processing data are particularly
relevant to eVTOL data, while Article 2251 on automated decision making
and profiling have direct implications for AI-based navigation systems.
Moreover, the strict requirements for cross-border data transfers provided
under Articles 44 to 50 highlight the challenge of international operability
of UAM data.52

Even though eVTOLs offer a chance to boost transportation capacity
in crowded cities, public acceptability is crucial to their successful
integration into current transportation networks. However, the public has
a psychological fear of the unknown when it comes to flying taxis.53 Public
hesitation is acknowledged but it is rarely connected to how safety rules, data
protection standards and transparency measures should be designed to build
trust, therefore, while public concerns are documented, their translation into
regulatory responses remains underexplored.

Furthermore, it is also important to enhance transparency and
accountability to build trust amongst the general public.54 In this regard,

48 Sakshi Mishra & Praveen Palanisamy. (2023) Autonomous Advanced Aerial Mobility—An
End-to-End Autonomy Framework for UAVs and Beyond. op. cit.

49 Konstantinos Andritsos, Benjamyn Scott & Andrea Trimarchi. (2022) What is in a Name:
Defining Key Terms in Urban Air Mobility. Journal of Intelligent & Robotic Systems.

50 General Data Protection Regulation 2018, art. 5.
51 General Data Protection Regulation 2018, art. 22.
52 General Data Protection Regulation 2018, art. 44-50.
53 Ricole Johnson, Erika Miller & Steven Conrad. (2022) Technology Adoption and Acceptance

of Urban Air Mobility Systems: Identifying Public Perceptions and Integration Factors. The
International Journal of Aerospace Psychology, 240.

54 Andrea Trimarchi. (2023) Technological Certainties and Regulatory Doubts: An Overlook at
Unmanned Aviation and Urban Air Mobility in Europe. International Conference on Unmanned
Aircraft Systems, Poland, June 2023.
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transparency obligations under Articles 12 to 14 of GDPR and Article 5 of the
UAE PDPL55 can be seen as tools to foster such trust.

Even though the US does not have a federal law comparable to the
GDPR, the FAA has incorporated cybersecurity considerations into its UAS
and advanced air mobility initiatives through certification requirements.56

However, binding regulations are still under development. Additionally,
frameworks such as the NIST Cybersecurity Framework (National Institute
of Standards and Technology)57 are frequently referenced in aviation security
scholarship, yet the absence of a comprehensive privacy legislation leaves a
significant regulatory gap for passenger data in eVTOLs.58

In the UAE, the Federal Decree No. 45 of 2021 on the Protection of
Personal Data (PDPL) is the foundational framework for data governance. It
encompasses the fundamental principles of lawfulness, consent, purpose
limitation, and data subject rights, all of which directly influence how
passenger identifiers, geolocation, and communication data are gathered and
processed during eVTOL operations. The General Civil Aviation Authority
(GCAA) has separately issued circulars on aviation cybersecurity that
intersect with the protection of eVTOL data systems.59 Although the UAE
PDPL provides a comprehensive legal groundwork, aviation presents unique
challenges that call for industry-specific regulations. As eVTOL operations
entail a constant flow of cross-border data, which is critical for safety that
links multiple stakeholders, making data breaches not only a privacy issue
but also a safety and operational risk. Therefore, by integrating cybersecurity
and privacy into certification and liability frameworks, aviation-specific data
protection measures not only complement but also enhance the UAE PDPL.

Although data governance issues have started to be explored in existing
eVTOL research, the discussion remains uncoordinated. Much of the
scholarly literature discusses generic data protection frameworks, including
the GDPR, but it seldom pays close attention to how these concepts relate to

55 Federal Decree by Law No. (45) of 2021 Concerning the Protection of Personal Data, art 5.
56 Federal Aviation Administration. (2020) FAA Cybersecurity Strategy. [online] Available from:

https://www.faa.gov/about/plansreports/faa-cybersecurity-strategy
[Accessed 27 August 2025].

57 National Institute of Standards and Technology. (2024) The NIST Cybersecurity Framework.
[online] Available from: https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.2
9.pdf [Accessed 26 August 2025].

58 Filiz Mizrak & Gonca Reyhan Akkartal. (2024) Prioritizing cybersecurity initiatives in aviation:
A dematel-QSFS methodology. 10 Heliyon 1, 5.

59 General Civil Aviation Authority. (2024) GCAA National Aviation Cybersecurity. [online]
Available from: https://www.gcaa.gov.ae/en/epublication/PublishingImag
es/Pages/gcaa-cyber-security/GCAA\%20National\%20Civil\%20Aviation
\%20Cybersecurity\%20Guidelines\%20Version\%201\%20Sept\%202024.pdf
[Assessed 27 August 2025].
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the aviation industry.60 Data protection is often treated as incidental rather
than as a standalone regulatory issue in aviation law, which has historically
focused on certification, safety, and liability.61 Additionally, there is little
comparative analysis of how different jurisdictions like the US, EU, and
the UAE handle the nexus of data protection with aviation cybersecurity.62

Notably, despite their ambitious smart mobility initiatives, the UAE and the
wider MENA (Middle East & North Africa) region remain largely absent
from the academic discourse, and the literature gives minimal consideration
to how personal passenger data and safety-critical operational data in
eVTOL systems should be differentiated and governed within domestic legal
frameworks.63 This gap is notable because, to guarantee trust and operational
resilience in deploying eVTOLs, domestic regulatory readiness and the
synchronization of data protection and cybersecurity measures exclusive to
the aviation sector will be crucial. Thus, this article provides a doctrinal
analysis of eVTOL data governance in the UAE, situating the discussion
comparatively against the more developed cybersecurity and data protection
regimes of the EU and the US.

4. UAE LEGAL LANDSCAPE FOR DATA PROTECTION
AND AVIATION CYBERSECURITY
The successful integration of eVTOLs within the UAE’s urban mobility
framework depends not only on technical viability but on the clarity,
adaptability and enforceability of the country’s data protection and
cybersecurity regulations.64 Since eVTOL operations are particularly
data-intensive and autonomous, traditional aviation laws now have to
interact with much more comprehensive digital governance instruments.65

60 W. Gregory Voss. (2020) Cross-Border Data Flows, the GDPR, and Data Governance.
Washington International Law Journal, 485, 489; W. Gregory Voss. (2021) Airline Commercial
Use of EU Personal Data in the Context of the GDPR, British Airways and Schrems. Colorado
Technology Law Journal, 377.

61 Geetika Kapil. (2025) Cybersecurity Challenges in Aviation. European Journal of Advances
in Engineering and Technology; Eric Ekström. (2025) Cybersecurity Challenges to Airlines: A
Literature Review of Risk & Compliance. Bachelors thesis, Lund University.

62 Eugénie Coche, Ans Kolk & Václav Ocelík. (2024) Unravelling cross country regulatory
intricacies of data governance: the relevance of legal insights for digitalization and
international business. Journal of International Business Policy, 112, 115-117.

63 Alaa Abouahmed, Moustafa Elmetwaly Kandeel & Aliaa Zakaria. (2024) Personal Data
Protection In The United Arab Emirates and the European Union Regulations. Journal of
Governance & Regulation, 195, 196.

64 Paola Di Mascio, Giulia Del Serrone & Laura Moretti. (2025) Vertiports: The Infrastructure
Backbone of Advanced Air Mobility — A Review. 6 Eng 1, 2; Yannan Lu et al. (2025) Urban
Air Mobility Vertiports: A Bibliometric Analysis of Applications, Challenges, and Emerging
Directions. Applied Sciences 1, 18.

65 Robert Notari. (2025) Autonomy Now?: Is It Time To Start Integrating (Autonomous) Urban
Air Mobility Vehicles Into The National Airspace System? Texas A&M Law Review, 52, 63;
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The Federal Decree Law No. 45 of 2021 on the Protection of Personal Data
(PDPL) and other regional cybersecurity standards serve as the foundation
for digital regulation in the UAE.66 Nevertheless, these instruments remain
insufficiently developed to handle the unique requirements of advanced
autonomous air mobility systems.

Article 2 of the UAE PDPL67 reads:
"1. Provisions of this Decree by Law shall apply to the processing of all or part of

the Personal Data by means of electronic systems which operate automatically, or by
other means, by the following:

a. Each Data Subject residing in the State or having a place of business in it.
b. Each Controller or Processor residing in the State and carrying out the
activities of processing Personal Data of Data Subjects inside and outside the
State.
c. Each Controller or Processor residing outside the State and carrying out the
activities of processing Personal Data of Data Subjects inside the State."

This article’s extraterritorial reach guarantees that the PDPL applies
to numerous international eVTOL stakeholders, including foreign service
providers that handle data about residents of the UAE. However, unlike
traditional air traffic processes, where data flows are periodic and
jurisdictionally restricted, eVTOL services rely on real-time, distributed
processing that will frequently use multinational cloud infrastructure.68 This
raises urgent questions about how to meet the UAE PDPL’s requirement
without jeopardizing operational continuity, including demonstrable
safeguards and government approval for data transfer in the event of
inadequacy.

Furthermore, while earlier sections of the article have addressed how
biometric data and geolocation are treated under the UAE PDPL’s substantive
provisions, less attention has been placed on how governance obligations
are operationalised across multiple actor ecosystems. As noted earlier,

Ruwantissa Abeyratne. (2024) Advanced Air Mobility: Transcending the Frontiers of Aviation
Law. Frontiers in Law, 90, 91.

66 Maitha Musabah Salem Bin Dhawi Al Khateri & Diaya Ud Deen Deab Mahmoud Al Zitawi.
(2025) Cybersecurity and Protection of Digital Data Privacy in the UAE in the Age of Digital
Transformation and Artificial Intelligence. International Journal of Academic Research in Business
& Social Sciences, 491, 498.

67 Federal Decree by Law No. (45) of 2021 Concerning the Protection of Personal Data, art 2.
68 Karnika Biswas et al. (2023). Urban Air Mobility: An IoT Perspective. IEEE Internet of

Things Magazine, 122, 123; Saba Al-Rubaye, Antonios Tsourdos & Kamesh Namuduri. (2023)
Advanced Air Mobility Operation and Infrastructure for Sustainable Connected eVTOL Vehicle, 7
Drones 1, 4.
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several players are involved in eVTOL operations, including cloud vendors,
AI service integrators, digital infrastructure providers and the operator
itself.69 The UAE PDPL assigns independent obligations to both controllers
and processors under Articles 9, 10 and 11. These articles govern breach
notification, processing duties and contractual obligations. However, they
do not impose joint liability across these roles. Consequently, liability
in a multi-actor eVTOL ecosystem is likely to depend on the facts of a
particular incident, the allocation of responsibilities in contracts and judicial
interpretation.70

This regulatory vacuum becomes more profound in the field of
aviation cybersecurity, where national strategies and advisory documents
remain essentially non-binding.71 The GCAA’s National Civil Aviation
Cybersecurity Guidelines are voluntary and not tailored to the architectural
and operational risks posed by eVTOL systems.72 Enforceable standards for
third-party application programming interface (API) testing, flight-critical
software security, and encryption requirements for telemetry data transferred
between airborne and ground-based systems are notably non-existent.73

On the other hand, jurisdictions like the EU have started incorporating
such standards into the type certification process of eVTOLs, making
cybersecurity a fundamental component of airworthiness evaluations.74

Another emerging challenge is the UAE PDPL’s treatment of automated
decision-making. Similar to Article 22 of the GDPR, Article 18 of UAE PDPL
recognises a person’s right not to be subject to fully automated decisions

69 Saba Al-Rubaye, Antonios Tsourdos & Kamesh Namuduri. (2023) Advanced Air Mobility
Operation and Infrastructure for Sustainable Connected eVTOL Vehicle. Drones 1, 14; Adam
Mitchell and Robin Riedel. (2022) Building digital platforms to enable advanced air mobility.
[online] McKinsey & Company. Available from: https://www.mckinsey.com/industr
ies/aerospace-and-defense/our-insights/building-digital-platforms-
to-enable-advanced-air-mobility [Accessed 23 October 2025].

70 Benjamyn I. Scott & Öykü Kurtpınar. (2025) Hoffnungen und Hürden: Regulatorische
Herausforderungen für Advanced Air Mobility. Advanced Air Mobility (5.1) and Advanced
Air Mobility (5.2); Timothy M. Ravich. (2020). On-Demand Aviation: Governance Challenges
of Urban Air Mobility ("UAM"). Penn State Law Review 657, 672.

71 Calvin Nobles, Darrell Burrell & Tyrone Waller, (2022) The Need for A Global Aviation
Cybersecurity Defense Policy. Land Forces Academy Review ; Elochukwu Ukwandu and others,
(2022) Cyber-Security Challenges in Aviation Industry: A Review of Current and Future Trends 13
Information 1, 2.

72 General Civil Aviation Authority. (2025) GCAA National Aviation Cybersecurity. [online]
Available from: https://www.gcaa.gov.ae/en/epublication/Pages/gcaa-
cyber-security.aspx [Accessed 23 October 2025].

73 General Civil Aviation Authority, (2023) The UAE Civil Aviation Cybersecurity Policy Available
from: https://www.gcaa.gov.ae/en/epublication/Shared\%20Documents/UA
E\%20CIVIL\%20AVIATION\%20CYBERSECURITY\%20POLICY\%20Issue\%201.pdf
[Accessed 23 October 2025].
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that have substantial or legal ramifications. The UAE framework recognises
human review but provides insufficient procedural detail concerning when,
how and according to what standards that review must occur in risky
aviation contexts.75 In practice, passengers affected by real-time automated
decisions, such as emergency diversions or denial of boarding due to AI
risk assessments, currently lack a structured mechanism to request human
review or contest outcomes.76 When the decision in question directly affects
safety or dignity, as is frequently the case in AI-governed air mobility, this
procedural gap becomes legally and ethically challenging.77

Although acknowledged as a national matter, cyber-resilience is not yet
standardised at the aviation-system level.78 This puts eVTOL operators in a
legal limbo where adherence to Article 21 of the UAE PDPL, which requires
appropriate technical and organisational measures, is necessary but unclear.
While large-scale operators voluntarily adopt industry best practices or use
standards like ISO 2700179 or the NIST Cybersecurity Framework,80 there
is no binding aviation sector benchmark in the UAE against which such
measures can be audited. This could lead to the emergence of compliance
asymmetry, whereby only highly resourceful providers can afford to meet
global cybersecurity standards.81 This would exclude start-up innovators or
discourage foreign operators who are uncertain of how the UAE compliance
will be interpreted in a high-risk environment.

Lastly, there is a structural issue of regulatory fragmentation. While the
UAE PDPL is administered by the UAE Data Office,82 cybersecurity oversight
is divided among the UAE Cybersecurity Office, Telecommunications

75 Federal Decree by Law No. (45) of 2021 Concerning the Protection of Personal Data, art 18.
76 Pericle Salvini and others, (2023) Human involvement in autonomous decision-making

systems. Lessons learned from three case studies in aviation, social care and road vehicles
Frontiers in Political Science 1, 13.
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78 General Civil Aviation Authority, (2023) The UAE Civil Aviation Cybersecurity Policy Available
from: https://www.gcaa.gov.ae/en/epublication/Shared\%20Documents/UA
E\%20CIVIL\%20AVIATION\%20CYBERSECURITY\%20POLICY\%20Issue\%201.pdf
[Accessed 23 October 2025].

79 ISO. (2022) [online] ISO.org. Available from: https://www.iso.org/standard/27001
[Accessed 7 October 2025].

80 National Institute of Standards and Technology, (2024) The NIST Cybersecurity Framework
[online] nvlpubs.nist.gov. Available from: https://nvlpubs.nist.gov/nistpubs/
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Regulatory Compliance: Evaluating Market Sensitivity and Disclosure Effectiveness in U.S.
Public Companies EPRA International Journal of Economics, Business and Management Studies.
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and Digital Government Regulatory Authority (TDRA), Dubai Electronic
Security Centre (DESC) and the GCAA.83 Because eVTOL systems function
at the nexus of transport, data, AI governance and infrastructure, the
absence of harmonised supervisory mechanisms may lead to inconsistent
interpretations, redundant obligations or enforcement gaps.84

Therefore, while the PDPL and the sectoral cybersecurity frameworks
provide a valuable foundation for eVTOL system regulation, they do not
yet reflect the technological foresight, operational peculiarity and sectoral
depth needed for this emerging domain. Key provisions, particularly those
related to automated decision-making, multi-actor liability and cross-border
data flows, remain underdeveloped and untested. In the absence of binding
aviation-specific regulations or a uniform supervisory strategy, there is an
imminent risk of regulatory misalignment with both international standards
and operational realities.

5. KEY LEGAL AND POLICY CHALLENGES IN EVTOL
DATA GOVERNANCE
Many of the challenges identified below are not unique to eVTOL operations,
they occur across autonomous and semi-autonomous aviation, including
drone traffic management.85 What sets apart eVTOLs is the combination of
high passenger volume, proximity to dense urban population and the routine
collection of passenger-linked biometric and geolocation data as a condition
of boarding. These features are largely absent from cargo drones or other
autonomous aircraft that do not carry passengers.

Along with new technology, the eVTOL ecosystem brings with it
an entirely new mode of data production and circulation- data that is
both operational and sensitive, personal and infrastructural, local and
transnational, which in turn leads to new legal consequences.86 This creates

83 The UAE Government. (2024) Cyber safety and digital security. [online] The UAE Government
Portal. Available from: https://u.ae/en/information-and-services/justice-
safety-and-the-law/cyber-safety-and-digital-security [Accessed 7 October
2025].
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Communication; Lachlan Robb et al. (2023) Regulatory overlap: A systematic quantitative
literature review. Regulation and Governance; Daria Gritsenko & Matthew Wood. (2020)
Algorithmic governance: A modes of governance approach. Regulation and Governance.

85 Panagiotis Aposporis, (2024) A review of global and regional frameworks for the integration of an
unmanned aircraft system in air traffic management 24 Transportation Research Interdisciplinary
Perspectives 1, 11; Nichakorn Pongsakornsathien et al. (2025) Advances in low-altitude airspace
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1, 20.
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unprecedented challenges for regulators in the USA, the EU and the UAE
when it comes to categorizing, securing and governing data produced by
autonomous or semi-autonomous aerial systems.

This section presents six under-addressed challenges in the current UAE
regulatory landscape, each compounded by the unique legal interplay
between airworthiness, AI governance and personal data protection. By
using comparative insights from the more advanced yet developing legal
systems of the USA and the EU, these challenges are examined not as
mere compliance concerns but as structural deficiencies in the normative
framework of eVTOL governance.

5.1. AMBIGUITY IN DATA CLASSIFICATION
Data collected by the eVTOL systems will be used both for personal
identification and operational safety. Telemetry logs, real-time geolocation
and biometric access systems blur the line between aviation data and
personal data, making it challenging to determine which legal framework
governs their use.87 Unlike the EU, where tiered compliance frameworks
are emerging under GDPR and EASA instruments, the UAE lacks a
consistent classification standard or regulatory interpretation that clarifies
the legal status of hybrid datasets.88 The uncertainty raises the possibility
of conflicting obligations or regulatory overreach, particularly when
flight data is retrospectively analysed for liability or national security
purposes.89 For consistent and predictable compliance, the distinction
between privacy-sensitive and safety-critical data streams must be more
clearly defined.

simulation training Human-Intelligent Systems Integration; Francesca Castaldo and others,
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Synthetic data protection: Towards a paradigm change in data regulation? 11 Big Data & Society;
Nadezhda Purtova, (2018) The law of everything. Broad concept of personal data and future of EU
data protection law 10 Law, Innovation & Technology.

89 Igor Kabashkin & Vitaly Susanin, (2024) Unified Ecosystem for Data Sharing and AI-Driven
Predictive Maintenance in Aviation 13 Computers.



204 Masaryk University Journal of Law and Technology [Vol. 20:2

5.2. FRAGILITY OF CONSENT MECHANISMS
The operational architecture of eVTOL requires rapid, multi-actor data
processing, often across jurisdictional borders.90 Under such circumstances,
the model of legal consent under the UAE PDPL, which relies on
prior, informed and explicit user approval, is difficult to operationalise
meaningfully.91 While the GDPR has begun to acknowledge contextual
and layered consent models, the UAE PDPL does not yet accommodate
dynamic data processing shifts during the course of a trip.92 As data
moves between ride-hailing apps, cloud vendors and onboard AI modules,
it becomes unclear whether original consent terms remain legally effective.93

Consequently, even when data processing is done in good faith, operators
are at risk of non-compliance, undermining the principle of user autonomy.

5.3. GAPS IN PRIVATE-PUBLIC DATA SHARING
The UAE’s smart mobility initiatives depend on integrating eVTOL platforms
with state infrastructure, such as emergency response systems, municipal
mobility grids and airspace regulators.94 However, there is no specific legal
framework that regulates the exchange of data or the division of obligations
between public authorities and private manufacturers and operators.95 This
contrasts with the US FAA’s municipal coordination models and the EU’s
emerging interoperability frameworks under the GDPR, Data Act and EASA
instruments.96 The lack of legal instruments defining shared responsibility
and proportionality in public-private data flows risks inconsistent data
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Aeronautical Journal.
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privacy enforcement and systemic accountability.97 In order to guarantee
transparency, trust and compliance without drastically limiting innovation,
regulatory action will be essential as these partnerships establish themselves.

5.4. LACK OF ALGORITHMIC ACCOUNTABILITY
Autonomous eVTOL systems rely on third-party AI tools to determine
routing, altitudes and emergency responses. Despite acknowledging
automated decision-making,98 the UAE PDPL lacks mandatory transparency
or human oversight. The GDPR and EASA guidance provide more tangible
safeguards against unaccountable algorithmic decisions, particularly in
high-risk contexts.99 In the absence of these safeguards, when algorithmic
errors occur, liability becomes obscure, making legal redress nearly
impossible.100 The UAE should consider adopting algorithmic accountability
standards like the GDPR to ensure traceability, fairness and legal oversight
in AI-enabled flight operations.

5.5. LACK OF PROCEDURAL PATHWAYS FOR EVTOL DISPUTES
Although eVTOL services in the UAE will operate within national borders,
there is currently no clear legal framework in place for resolving disputes
related to data generated and collected through these systems.101 Neither the
UAE PDPL nor the existing GCAA instruments have a specific procedure
for handling incidents involving privacy breaches, cybersecurity failures
or algorithmic decision-making errors.102 Complaints would likely be
distributed across multiple regulatory bodies, creating uncertainty for
both operators and affected individuals.103 Furthermore, there is no
administrative procedure or specialised forum that can handle the technical
complexities of aviation data disputes, including issues involving cloud
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101 Alaa Abouahmed, Moustafa Elmetwaly Kandeel & Aliaa Zakaria, (2024) Personal Data
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service providers or AI vendors.104 A defined procedural framework would
improve accountability and facilitate predictable enforcement outcomes,
potentially through the use of a specialised aviation data dispute mechanism.

5.6. EVOLVING LEGAL FRAMEWORKS FOR EMERGING
TECHNOLOGIES
As the UAE advances its vision for autonomous mobility, the regulatory
framework for eVTOL-related data would benefit from more flexible
and participatory mechanisms. Compared to emerging models in the
EU and the USA that increasingly incorporate regulatory sandboxes
and multistakeholder consultations, the UAE’s approach remains largely
centralised.105 Although this has supported rapid policy development, it
may have drawbacks in domains where cross-sectoral complexity and swift
technology advancement are prevalent.106 Organised forums with industry
and technology experts could boost innovation, improve compliance
outcomes and increase regulatory foresight. Developing flexible, evolving
legal instruments would ensure that the governance of eVTOL systems
remains responsive, balanced and aligned with both technological change
and public expectations.

6. EVOLVING INTERNATIONAL APPROACHES TO
EVTOL DATA GOVERNANCE
Building on the gaps identified in the UAE’s existing legal framework, this
section examines how the EU and the USA have approached comparable
challenges in regulating data within advanced air mobility (AAM)
systems.107 Although no jurisdiction has yet established a dedicated legal
framework for eVTOL data governance, both regions have developed
evolving regulatory and institutional instruments that indirectly shape
the governance of data, cybersecurity and artificial intelligence within
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autonomous aviation.108 By examining these developments, this section
demonstrates how comparative regulatory experiences can inform the UAE’s
efforts to create a governance model that is technologically adaptive, legally
coherent and aligned with international best practices.

6.1. EUROPEAN UNION: INTEGRATING DATA PROTECTION,
CYBERSECURITY AND AI OVERSIGHT
The EU offers important insights for eVTOL integration as the most
well-coordinated model of digital and aviation regulation. The GDPR
provides comprehensive safeguards for personal data processing, especially
for sensitive categories of data such as biometric and geolocation.109

Additionally, the EASA incorporates cybersecurity and data assurance
principles within its Special Condition for VTOL (SC-VTOL), linking
technical reliability to regulatory compliance.110 The EU Artificial Intelligence
Act 2024 classifies "AI systems used in the management and operation of critical
digital infrastructure, road traffic or in the supply of water, gas, heating or electricity
as high-risk."111 Although autonomous flight control and air traffic systems
are not specifically mentioned, their operational similarity to other critical
infrastructure categories suggests that they would likely be subject to similar
risk governance obligations. These high-risk AI systems are subject to
detailed requirements concerning risk management, transparency, human
oversight and robustness under Articles 9 to 15 of the Act.112 Overall,
these instruments illustrate how the EU’s layered regulatory model which
combines cybersecurity, data protection and AI accountability, improves
systematic governance and provides a coherent framework that the UAE
may draw structural inspiration while maintaining regulatory agility.

108 Alex Engler. (2023) The EU and U.S. diverge on AI regulation: A transatlantic comparison and steps
to alignment. Brookings. Available from: https://www.brookings.edu/articles/t
he-eu-and-us-diverge-on-ai-regulation-a-transatlantic-comparison-
and-steps-to-alignment/ [Accessed 6 November 2025]; Jozef Andraško and others,
‘Sustainable Data Governance for Cooperative, Connected and Automated Mobility in the
European Union’ (2021) 13 Sustainability 1, 21.

109 General Data Protection Regulation 2018, arts. 4(1) & 9.
110 EASA. (2021) Means of Compliance with the Special Condition VTOL Available from: https:

//www.easa.europa.eu/sites/default/files/dfu/moc_sc_vtol_issue_2_12-
may-2021_shaded_0.pdf [Accessed 6 November 2025.]

111 EU Artificial Intelligence Act 2024, art. 6(2) read with Annex III (2).
112 EU Artificial Intelligence Act 2024, arts. 9-15.
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6.2. UNITED STATES OF AMERICA: EXPERIMENTAL AND
DECENTRALISED GOVERNANCE
The USA takes a more experimental and decentralised approach, combining
sectoral oversight with innovation-driven testing programs. Through
collaborative pilot projects, NASA’s Advanced Air Mobility National
Campaign and the Federal Aviation Administration’s Urban Air Mobility
Concept of Operations 2.0 assist in simplifying the technical and operational
integration of eVTOLs.113 Yet, privacy and data governance remain
fragmented, i.e., no comprehensive data protection law exists and oversight
is divided between sectoral agencies and state-level instruments such
as the California Consumer Protection Act.114 The National Institute of
Standards and Technology (NIST) issues voluntary cybersecurity and AI
risk management frameworks that guide sectoral compliance but do not
mandate it.115 Although it encourages innovation, this adaptive model
diffuses accountability. For the UAE, the USA experience underscores the
importance of regulatory flexibility while illustrating the risks of excessive
reliance on voluntary norms in safety-critical domains.

6.3. UNITED ARAB EMIRATES: FOUNDATION AND FUTURE
DIRECTION
The UAE’s data governance framework for eVTOL systems remains at a
formative stage. The UAE PDPL offers a rights-based foundation consistent
with international standards but it lacks interpretation or enforcement
mechanisms unique to the aviation industry. The GCAA advisories
and the UAE Cybersecurity Strategy acknowledge transportation as vital
infrastructure but refrain from enforcing binding, industry-specific technical
standards.116 As Dubai advances its autonomous air mobility roadmap, the
main challenge lies in converting strategic ambition into detailed operational

113 David Zahn & others, (2023) NASA Advanced Air Mobility (AAM) Project National Campaign
Development of Airspace Operations, Infrastructure and Data (20230011793) Available from: http
s://ntrs.nasa.gov/api/citations/20230011793/downloads/NC-069-001\%2
0v2_FINAL_DZ.pdf [Accessed 6 November 2025]; Federal Aviation Administration, Urban
Air Mobility Concept of Operations 2.0 (2023) Available from: https://www.faa.gov/si
tes/faa.gov/files/Urban-Air-Mobility-Concept-of-Operations-2.0.pdf
[Accessed 6 November 2025.]

114 Elias Aidun, (2025) Data Privacy in the Digital Age: A Comparative Analysis of U.S. and EU
Regulations. 93 University of Cincinnati Law Review; Jacob Nix & Pascal A. Bizarro. (2020) US
Data Privacy Law: A Disparate Landscape in Need of Consolidation. 5 ISACA Journal.

115 Mohammed Mustafa Khan. (2023) NIST Cybersecurity Framewor. 10 Journal of Scientific and
Engineering Research. 150, 151

116 General Civil Aviation Authority, (2023) GCAA National Civil Aviation Cybersecurity Strategy
(GCAA-NCACSS) Available from: https://www.gcaa.gov.ae/en/epublication/Sh
ared\%20Documents/GCAA\%20National\%20Civil\%20Aviation\%20Cybersecu
rity\%20Strategy-V1-Jun-2023.pdf [Accessed 6 November 2025.]
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regulation. The UAE’s efficient collaborative coordination abilities could
be leveraged to develop an integrated governance model connecting data
protection, AI oversight and aviation safety. This model would draw
inspiration from the USA’s adaptive experimentation and the EU’s structural
coherence to build a pragmatic, future-oriented framework.

7. TOWARDS A REGULATORY MODEL FOR EVTOL
GOVERNANCE IN THE UAE
The preceding analysis has identified where the UAE’s existing frameworks
fall short of the demand a new technology such as eVTOL operations will
place on them. This section proposes a four-part model addressing those
limitations.

7.1. AVIATION SPECIFIC DATA CLASSIFICATION
The UAE Data Office and the GCAA should collaborate to develop a
classification standard that separates safety critical operational data from
personal data. This may be done using a functional rather than categorical
approach. The data set is considered hybrid when the same record is used
for both safety and passenger identification purposes, for example biometric
boarding logs that function as access control records. Hybrid datasets should
be classified under the UAE PDPL’s sensitive personal data protections while
purely operational telemetry should remain governed by airworthiness rules.

7.2. OPERATIONALISING EXISTING AUTOMATED DECISION
SAFEGUARD
Article 18(4) of the UAE PDPL117 requires the controller to include a
human element when reviewing automated processing decisions at the
data subject’s request, furthermore, Article 21118 stipulates a data protection
impact assessment wherever automated processing has a legal or serious
impact on the data subject, this stipulation shall be clearly met with situations
such as emergency rerouting and boarding denial decisions in the case of
eVTOLs. Therefore, the limitation is not an absence of statutory right but
rather of operational content because neither Article establishes a timeline
for review, a threshold for legal and serious impact in the context of aviation
or a reporting obligation sufficient to render such review meaningful. It
is proposed that the GCAA certification be made conditional upon the
operator’s ability to ensure compliance with each of these particulars.

117 Federal Decree by Law No. (45) of 2021 Concerning the Protection of Personal Data, art 18(4).
118 Federal Decree by Law No. (45) of 2021 Concerning the Protection of Personal Data, art 21.
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7.3. COORDINATED PROCEDURAL PATHWAY
According to Article 24 of the UAE PDPL,119 the data subject has a right to
complain to the Bureau, however, this mechanism does not extend to the
GCAA’s airworthiness jurisdiction nor to cybersecurity oversight presently
divided between the UAE Cybersecurity Office, the Telecommunications
and Digital Government Regulatory Authority (TDRA) and the Dubai
Electronic Security Center (DESC). Since an eVTOL incident may plausibly
involve all three domains simultaneously, a joint coordination function,
comprising representation from each body, should be established to prioritise
such complaints and direct them to whichever forum that possesses the
substantive competence.

7.4. MANDATORY CYBERSECURITY CERTIFICATION
Article 20 of the UAE PDPL requires Controllers to adopt measures consistent
with ‘international best practices and standards’,120 but this obligation is not
enforced through a sector-specific certification regime, rather it is generic
in nature. A comparable concern has already been addressed automotive
industry, where cybersecurity certification was earlier optional but is now
required as a prerequisite for type-approval from July 2024 according to
UNECE’s UN regulation No. 155.121 Drawing on this precedent the GCAA’s
National Civil Aviation Cybersecurity Guidelines should be converted from
voluntary advisory to mandatory precondition for certification for eVTOL
deployment.

Taken together, these measures would convert rights and obligations
the UAE PDPL confers but does not yet operationalise for aviation, into
enforceable, sector-specific practice, without requiring the establishment of
a new legal framework.

119 Federal Decree by Law No. (45) of 2021 Concerning the Protection of Personal Data, art 24.
120 Federal Decree by Law No. (45) of 2021 Concerning the Protection of Personal Data. art 20.
121 UNECE. (2022) Agreement Concerning the Adoption of Harmonized Technical United Nations

Regulations for Wheeled Vehicles, Equipment and Parts which can be Fitted and/or be Used on Wheeled
Vehicles and the Conditions for Reciprocal Recognition of Approvals Granted on the Basis of these
United Nations Regulations. UNECE. Available from: https://unece.org/sites/defa
ult/files/2023-01/R155am1e.pdf [Accessed 26 August 2026].
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8. CONCLUSION
Electric vertical take-off and landing systems redefine aviation as an
ecosystem mediated by algorithms and driven by data. Their operation
relies on the continuous exchange of telemetry, geolocation and biometric
data, resulting in crossovers between data protection, aviation safety
and AI regulation that existing legal frameworks were not designed to
accommodate. In the UAE, these intersections indicate a gap between
principle and practice rather than a lack of legislation. The challenge lies
in converting the normative foundations of the UAE PDPL, the National
Cybersecurity Strategy and the GCAA’s advisory circulars into enforceable
standards that are appropriate for the complexity of eVTOL operations.

Adopting a doctrinal approach informed by comparative insights,
this article contributes to emerging scholarship on data governance in
next-generation air mobility by placing the UAE’s evolving framework
within a global regulatory discourse. By combining data protection,
cybersecurity and AI accountability through the GDPR, the EASA’s
certification framework and the recently passed Artificial Intelligence Act,
the European Union is a prime example of structural coherence. The USA
demonstrates the benefits of experimental, decentralised governance by
combining public-private corporations with regulatory testbeds. Together,
these models demonstrate alternative pathways for balancing innovation
with legal certainty. One jurisdiction does it with comprehensive regulation
while the other with adaptive experimentation.

For the UAE, the synthesis of these trajectories culminates in the four-part
regulatory model set out in the previous section. It transforms the rights and
obligations that the UAE PDPL already grants but does not yet operationalise
for the aviation sector. Each priority addresses a specific limitation identified
earlier in the article while employing statutory provisions already present
within the UAE PDPL instead of necessitating total amendment of an
unfamiliar regulatory model.

The UAE’s regulatory flexibility puts it in a position to pioneer a model
of adaptive integrity-based governance for urban air mobility, one that links
technological ambition with legal oversight. By adopting the model proposed
above, the UAE can transform eVTOL regulation from a reactive practice to
a proactive instrument of trust and legitimacy. In doing so, it would not only
manage emerging risks but also set a standard for responsible innovation in
the global evolution of autonomous flying.
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