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E-government is a new concept of administration that has been accepted in many,
especially well developed countries. Along with the development of communication
technology and the enlargement of state functions and responsibilities of those who
work within it, e-government became the condition without which a democratic,
transparent, efficient and socially acceptable society cannot be achieved. EU sug-
gests the use of Internet, as an instrument for achieving the standards of good gov-
ernance and best practices in rendering public services to citizens. Currently, Ser-
bia is on the road of introducing e-government in its public administration. In this
context e-government was addressed in the Strategy for the Reform of the State Ad-
ministration. Also, significant legislation has been adopted, including the Law on
the Organization and Jurisdiction of State Organs against High-Tech Crime
(2005), the Law on Electronic Signature (2004), the Law on Free Access to the In-
formation of Public Significance (2004), etc. The paper analyses the state of affairs
relevant to e-government in Serbia, and its impact on administrative reform. Key
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INTRODUCTION [1]

Technological development in the 20th century has transformed the activit-
ies of wealth-creating work. Technology and knowledge are now the key
factors of production. With increased mobility of information and the global
work force, knowledge and expertise can be transported instantaneously
around the world, and any advantage gained by one company can be elim-
inated by competitive improvements overnight.

We now live in an information society and in a knowledge economy
where knowledge management is essential.' "Knowledge-based economy is
not an ordinary branch of economy. It is a compatible system of legal and
economical preconditions, as well as managerial and economic mechanisms
together with modern technologies and human recourses. This system ap-
pears in the process of market economy development, supported by new
technologies. The new growth opportunities can only be achieved through a
comprehensive strategy, based on a policy mix that is suited for each region
or country."

In the environment of the knowledge-based economy, the idea of
e-government is taking effect in terms of efficiency and effectiveness. There
are three basic elements of e-government: a) ensuring open government and
transparency in the activities of government agencies; b) providing on-line
services enabling citizens to use the Internet to pay taxes, access registries,
make applications or undertake procedures, elect their representatives, ex-
press their opinions, as well as participate in administrative decision-mak-
ing processes, and c) _interconnecting government agencies. "With
e-government, a new box is being opened and one which might potentially
further increase the problems of government use of technology - and it may
be that we will see that the underlying tension of government technology is
actually a legal tension: that is, that there is something about the legal
nature of government which makes technology much more difficult to ap-
ply than it is in a commercial environment. This is obviously important;

For Internet resources related to the field of knowledge-based economy and knowledge
management in information societies, see: www.enterweb.org/know.htm.

Theoretical Approach. In: "Juxtaposition of European Union Enlargement and Lisbon
Processes (Proceedings)", Kaunas University of Technology, Kaunas, 2004, page 16.
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since the message of e-government is that the state should take the tech-
niques and methodology of commerce and apply them to this new relation-
ship of the ICT-based state and ICT-based citizen."

THE CONCEPT AND BASIC MODELS OF E-GOVERNMENT |[2]
Creating e-government is an essential part of widespread public administra-
tion reform that includes the redefining of the role of modern government.
E-government is closely linked to concepts (e.g. New Public Management)
that are to ensure a new quality in managing complex social environments,
particularly in view of the knowledge-based economy*. The main premise
of e-government is that information and services must be accessible to all
citizens, without personal privilege or discrimination. However, this also
means that some information is classified and that these protected zones
must be under strict legal control.

The United Nations define e-government as the capacity and will of the
public sector to develop the use of information and communication techno-
logy in order to upgrade rendering of public services to the citizens. Of the
179 countries, that according to the 2005 UN Report, have implemented
some form of e-government, the highest rate of implementation has been
achieved by the US, Denmark, Sweden and the UK. Within the European
Union, e-government is defined as "using information and communication
technology, especially using the Internet as an instrument for implementa-
tion of good governance". The concept "good governance" means imple-
mentation of administrative efficiency and optimizing government activity
in the way which also protects citizens' rights. Today, good government op-
erates through a network of legal data bases and automated administration
which represents the substance of e-government. Therefore, e-government
is a concept and reality defined as the use of information and communica-
tions technologies (ICT) in all activities of public and political government
to transform the public administration and civil service.” The most import-

Philip Leith, Legal Issues in e-Government,
(http://www Irijur.uva.nl/~winkels/eGov2002/Leith.pdf).

Stevan Lili¢, Milan Markovi¢, Predrag Dimitrijevi¢, Nauka o upravljanju (Administrative
Science), Chapter on e-Government (pp. 368-375), Beograd, 2001.

Stevan Lili¢, Pravna informatika (Legal Informatics), Belgrade, 2006, p. 80.
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ant benefits of e-government are better efficiency, accountability and access-
ibility to public services.

Access to information and rendering on-line public services (e.g. issuing
of permits, personal documents and applications) by an "open government"
is creating a new quality of public services. This kind of communication of-
fers the citizens many new forms of participating in democratic decision-
making processes. The potentials of information and communication tech-
nology enabled governments to develop the concept of e-government. The
basic modalities of e-government which can be enforced on developed
countries are:*

G2C — Government to Citizens. This modality is viewed as “citizens’ ser-
vice” and includes services such as issuing of IDs, birth certificates, etc., and
enables citizens to say in public their opinions about performance of the
public administration and on public affairs. The difference between
e-government and the traditional government is in the fact that citizens, by
means of e-government, can access information and services instantly, con-
veniently, from anywhere, by use of multiple channels.

G2E — Government to Employee. Government to Employee is composed of
the following items: a relationship toward government officials, “chat
room”, a notice board, advanced training, information and data bases re-
quired by public officers to perform their duties transparently and effi-
ciently.

G2B — Government to Business. The e-government concept is becoming at-
tached to business and economic reforms since it enables e-interactions
between government and the private sector, reduces red tape and simplifies
administrative processes, helping thus private owners to become more com-
petitive. To this effect, private owners may not only be users of
e-government, but also suppliers of hardware, equipment, software applica-
tions and packages.

G2G — Government to Government. Government to Government includes
implementation of an inclusive e-government system, as well as a single ac-
cess point to government. To make this possible, the sharing of data bases,
resources and capabilities among various departments and agencies is ne-

cessary.

®  Por Internet sources on e-government modalities, see: www.digitalgovernance.org.
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E-GOVERNMENT AS THE KEY

ELEMENT OF GOVERNMENT - REFORMS IN SERBIA [3]

There are two stages in e-government development. First, ICT enables users
to have an overview of procedures, processes, information. The second
stage represents a direct approach of users in the system through the Inter-
net. The goal of e-government development is to secure an efficient path of
the public administration to the 21 century and that citizens can conduct as
many administrative procedures in the future through the Internet as pos-
sible. Such action would exclude unnecessary waiting and would save pre-
cious time. Within this context, e-government is the key part of public the
administration reform strategy in Serbia.

The Government of Serbia has in 2004 adopted a Strategy for the Reform
of the State Administration” with the aim of public administration modern-
ization. This includes, among other things, the introduction of communica-
tion technologies in administrative agencies and governmental bodies.

The Strategy defines three basic stages according to which the moderniz-
ation of the administration in Serbia should be implemented. The first stage
includes analysis within which it is necessary to analyze the current state of
the existing infrastructure; prepare the evaluation of currently used inform-
ation systems; explore how valid laws and other regulations may impact
objectives, and to what extent the laws and regulations should be amended
as to support the application of new technologies; prepare and pass regula-
tions that are to be the base for the legal power of electronic documents,
sharing of data, filling of requests via computer, etc. The second stage deals
with integration and implementation of international standards in project-
ing and forming of a communication infrastructure of state bodies, while
the third stage consists of introducing e-service to citizens and commercial
subjects on the levels of both central and local government. These services
take care of different public needs (e.g. personal status of citizens, adminis-
trative matters, citizenship etc.), through services tied to issuing certain
forms of licenses, tax payments, etc. Within the e-service, a special place is
reserved for Internet interaction of citizens, which considers the possibility

7

Strategy for the Reform of the State Administration, Government of Republic of Serbia 2004.
Source:http://www.prsp.sr.gov.yu/download/strategija_reforme_drzavne_uprave_lat.zip
(1.11.2007).
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of citizens to express their opinions, observations, objections and sugges-
tions related to public the activities of the administration and to receive
wanted information.

The project of e-government in Serbia began with the transition process,
and so far gave noteworthy results: a joint network has been built in Bel-
grade, Ni$ and Novi Sad; application for connecting citizens data bases and
data bases of business subjects has been successfully tested and finished;
success in data bases and applications was also achieved (e.g. master birth,
married and deceased registries; central election list; administrative busi-
ness and documents flow between the state bodies etc.). Vital state agencies
are interconnected through out the territory of Serbia (Ministry of Internal
Affairs, Customs, certain funds).

As a member of the Initiative for Electronic South Eastern Europe, which
functions within the Stability Pact for South Eastern Europe, Serbia in 2002
signed the “eSEE Agenda for Development of Information Society”.® This
document states that Serbia, as a contracting party, must adopt the policy
and strategy of information society development, as well as adopt and im-
plement a legal infrastructure for an information society. Within that goal,
Serbia has in October 2006 adopted the Strategy for Development of Inform-
ation Society,” which contains a special part that relates to e-government.
The aim of the Strategy is awareness raising, promotion of national dialog,
reaching consensus and supporting work commitment. In view of planning
e-government in Serbia, according to this Strategy, a detailed and long-term
strategic plan should be made, upon which all government bodies and pub-
lic administration organization will adopt their own plans of development.

All state organizations and public administration organizations should
achieve an initial level of e-government development, meaning accessibility
of information on the Internet. Other development levels are gradually cre-
ated, according to defined and adopted global and local plans of
e-government development.

eSEEurope Agenda for the Development of the Information Society: a cooperative effort to implement
the Information Society in South Eastern Europe. Source:
http://www .eseeuropeconference.org/agenda.html. (3.11.2007).

Strategy for the Development of an Information Society in Republic of Serbia, Government of
Republic Serbia 2006. Source: http://www.dis.org.yu/www1/nauka_strategija_id.pdf (4.11.
2007).
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LEGAL REGULATIONS OF E-GOVERNMENT IN SERBIA [4]

For the success of an information society “in which anyone can create, use
and distribute information and knowledge, thereby enabling individuals,
communities and people to reach their full potential in promoting sustain-
able development and to enhance the quality of their lives”," it is necessary
to establish an appropriate legal surroundings.

Basic conditions for e-government development in Serbia are the cre-
ation of legal frames works, the development of economic and technological
conditions and the education of citizens. In that context, legal regulation
should be prepared and adopted, which is necessary for an undisturbed de-
velopment of information society.

In Serbia, the Ministry for Telecommunications and Information Society
conducts activities of state administration." The jurisdiction of this Ministry
is, inter alia, establishing the policy and strategy for an information society,
preparation of laws, regulations, standards and measures within the area of
electronic business, application of informatics and Internet, providing in-
formation services, development and enhancement of academic computer
networks, coordination in the creation of strategic documents on the level
the Republic of Serbia, development and functioning of information infra-
structure and so on. Also, Law on Ministries formed, as a special organiza-
tion, the Republic Office for Informatics and Internet, which conducts ex-
pert activities related to the promotion, development and functioning of in-
formation system of the state bodies, local self-government and public ser-
vices; application and use of Internet in state bodies, local self-government
and public services; data protection; development and application of stand-
ards in introducing information technologies in state bodies etc. Supervision
over the activity of the Republic Office for Informatics and Internet is within
the Ministry for Telecommunications and Information Society.'”

Declaration of Principles, World Summit on the Information Society, International
Telecommunication Union, Geneva, 2003,
http://www.itu.int/wsis/docs/geneva/official/dop.html (4.11. 2007).

" Law on Ministries, “Official Gazette of Republic Serbia”, no. 48/2007
2 Law on Ministries, “Official Gazette of Republic Serbia”, no. 48/2007, article 35.
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For the purpose of electronic documents protection, Serbia has in 2004
adopted the Law on Electronic Signature,” which is in direct relation to the
e-government introduction in Serbia. For electronic data storage it is essen-
tial that the data is signed with an electronic signature, which secures ap-
propriate functions, such as authenticity, integrity and legality, in accord-
ance with the legislation. The Law on Electronic Signature regulates the use
of electronic signature in legal conducts and other legal actions, business, as
well as the respective rights, duties and responsibilities. According to this
Law, an electronic document is a document in an electronic form which is
used in legal affairs and other legal actions, as well as in the administrative,
judicial and other procedures, while an electronic signature is a group of
data in an electronic form, which are joined, or logically connected to an
electronic document and which serve for identification of a person who
signed it. Also, the Law defines terms such as qualified electronic signature,
electronic certificate, qualified electronic certificate, certified body, etc. Pro-
visions of this Law are mostly applied to communication between state bod-
ies, communication between bodies and parties, delivery and creation of de-
cisions of bodies in an electronic form, under conditions prescribed for a
certain procedure.

The purpose of the Law on Electronic Signature lays in the fact that a cit-
izen, by using this signature, gets the opportunity to exchange electronic
documents in a legal way. But, the Law on Electronic Signature is a general
law, which defines only the basic concepts and if it is to be applied to ap-
propriate segments of electronic business, it is necessary to adopt new legal
regulations or change the existing ones. These laws would regulate what
documents must be signed electronically, in what way will they be signed,
in what way their legality is provided and in what way can they be
archived electronically. Considering that there is no special law or regula-
tion on electronic commerce, the Law on Electronic Signature represents the
first step in that direction.

For the purposes of privacy protection, data manipulation and security
of computer data, there is also an appropriate legal regulation. Protection of
personal data is guaranteed by the Constitution of the Republic of Serbia,"

¥ Law on Electronic Signature, “Official Gazette of Republic Serbia”, no. 135/2004.
*" The Constitution of the Republic of Serbia, “Official Gazette of Republic Serbia”, no. 83/2006.
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and the legislator has the obligation to regulate the protection of personal
data by a special law. The existing Law on Personal Data Protection' has
flaws and is far from the European Union standards. It is necessary to adopt
anew one, as this is needed for signing the agreement with Europol, as well
as for an undisturbed exchange of information with other countries.

The Law on Free Access to Information of Public Significance'® is com-
pletely in accordance with international standards. This Law states that
everyone has the right to receive information, which he/she considers im-
portant, by enabling the citizen to have access to a document containing in-
formation of public importance, to a copy of that document, or the right to
have that document delivered by mail, fax, e-mail, or in any other way.

The Criminal Code'” prescribes criminal acts which endanger security of
computer data. It has introduced seven new criminal acts against the secur-
ity of computer networks, systems and data-unauthorized use of computers
and computer networks, computer sabotage, creation and spread of viruses,
disturbing the process and transfer of electronic data, unauthorized access
to protected computers or computer networks and protection from unau-
thorized crossings of limits of public computer networks. The Criminal
Code, also, regulates criminal acts related to software piracy. Provisions of
this Code that relate to criminal acts against the security of computer data
are in accordance with the basic recommendations of the Council of Europe
and with the Convention of the Council of Europe on Computer Crime."®

The Law on the Organization and Jurisdiction of State Organs against
High-Tech Crime" also regulates protection against computer crime in Ser-
bia. This Law regulates education, organization, jurisdiction and authorities
of special organization units of state bodies in order to reveal, prosecute and
adjudicate criminal acts identified by this Law. The criminal acts that this
Law regulates are acts against the security of computer data specified by the
Criminal Code and criminal acts against intellectual property. In the sense

S Law on Personal Data Protection, “Official Gazette of SR]“, no. 26/1998.

Law on Free Access to Information of Public Importance, “Official Gazette of Republic Serbia”,
no. 120/2004.

V' Criminal Code, “Official Gazette of Republic Serbia”, no. 85/2005.

Convention on Cyber crime, Council of Europe, Budapest 2001. Source:
http://conventions.coe.int/Treaty/EN/Treaties/Html/185.htm. (11.11.2007).

Law on the Organization and Jurisdiction of State Organs against High-Tech Crime, “Official
Gazette of Republic Serbia”, no. 61/2005.
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of this Law, high-tech crime mean the execution of criminal acts, whose ob-
jects are computers, computer networks, computer data, as well as their
products in a material or electronic form.

The legislative, political and supervision environment in Serbia, which is
necessary for the legal application of information communication techno-
logy, awaits realization. The legal system must be harmonized with regula-
tions of the EU in order to secure a stable business atmosphere which will
attract foreign investors. In that context, key steps toward a new e-legisla-
tion are harmonization with the legal system of the EU, fulfillment of oblig-
ations from action plans of the e-SEE, amendments to the existing laws and
adoption of new laws and regulations.

CONCLUDING REMARKS [5]

Reform and modernization of public administration is based on the use of
information and communication technology- It represents one of the key
elements of the transition process for Serbia to a modern information soci-
ety. The possibility that all citizens gain electronic access to public services,
participate in the process of decision- making and the supervision of state
activities, contributes to the democratic development and improvement of
relations between the executive branch and citizens.

In order to utilize these possibilities, Serbia must adopt means and methods of
work based on ICT in all areas and at all levels of public conduct, as well as to
approach harmonization of its e-legislation with the legislation of the EU. Only
such public administration firmly institutionalized and oriented towards cit-
izens and the economy with e-government can adequately satisfy the needs and
challenges of a future knowledge-based information society.
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