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On 30 January 2019 the Council of Europe adopted guidelines on electronic
evidence in civil and administrative law accompanied by the Explanatory
Memorandum. The authors summarize and analyse this soft law instrument with
respect to intellectual property (hereinafter “IP”) disputes. They explain why its
creation is important for the proper administration of justice and how it addresses
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1. INTRODUCTION

Effective enforcement of intellectual property rights requires proper
handling of electronic evidence in courts. In this respect EU Members States
should adapt their court practice to thelatest Guidelines of the Council
of Europe on electronic evidence in civil and administrative proceedings dated
30 January 2019' (hereinafter the “CoE Guidelines”). This is particularly
important due tothenew rules onlIP protection in the digital single
market? but also the factual considerations, such as digitalisation
of the court proceedings accelerated due to coronavirus pandemic in 2020.
We would like to canvass the difficult issues related to electronic evidence
in IP disputes and the CoE Guidelines are in the centre of our concerns.
The Council of Europe (hereinafter “the CoE”) has, among other duties,
the task of continuing the on-going reflexion about the development
of the new information technologies (IT) to improve the efficiency of justice.
The regulatory efforts of the CoE could lead to higher quality standards
of civil procedures.

The objectives and principles set out in the rules for protection of IP
rights in national systems remain still valid, but there is an urgent need
to adapt the procedural standards to the new technological reality.’ It is
necessary to eliminate obstacles to effective management of electronic
evidence in the national justice systems.* The shortcomings are due
to thelack of common standards and the diversity and complexity
of the taking of evidence procedures. The correct handling of electronic
evidence in courts triggers practical difficulties.

Certain aspects may be emphasized. For example, the European courts
tend to request printouts of the electronic evidence from the parties and
ignore the significance of the metadata. Some courts reject or ignore upfront

! Guidelines of the Committee of Ministers of the Council of Europe on electronic evidence

incivil and administrative proceedings adopted by the Committee of Ministers
on 30 January 2019, atthe 1335th meeting of the Ministers’ Deputies, CM(2018)169-
-add1final.

*> Directive (EU) 2019/790 of the European Parliament and of the Council of 17 April 2019
on copyright and related rights in the Digital Single Market and amending Directives
96/9/EC and 2001/29/EC. Official Journal of the European Union (L 130/92). Available from:
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019L0790
[Accessed 3 February 2020].

®  Shackelford, S. and Raymond, A. (2014) Building the Virtual Courthouse: Ethical
Considerations for Design, Implementation, and Regulation in the World of ODR.
Wisconsin Law Review, 3, p. 615.

Cumming, G. etal. (2008) Enforcement of intellectual property rights in Dutch, English and
German civil courts. Wolters Kluwer, p. 106.
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evidence presented in electronic form. Other courts take very liberal
approach and fail to test reliability of electronic evidence. There is also
a question if the credibility of evidence would be better judged in a physical
courtroom.

The case laws illustrates the difficulties with which the IP right holders
encounter in practice.” The court typically requires the plaintiff to submit
appropriate evidence stating that the defendant used protected goods
to which the plaintiff has copyright. A general statement of the plaintiff
on the use of the goods by the defendant seems not tobe considered
by the court  assufficient to prove the infringement of copyright.
The plaintiff had to submit actual evidence to prove his claims.

There are good reasons to assume that electronic evidence become
an increasingly common mean of proving thefacts inIP disputes.
In the past, it was predominantly concerned with conflicts arising from
the use of the Internet, such as disputes over e-commerce transactions.
Today, with accelerating digitalisation of courts it becomes a common
practice. Therefore, we need to learn more about electronic evidence and
establish effective ways how to prevent its destruction, manipulation
or alteration. Such risks inIP disputes are particularly high due
to intangible nature of protected goods.

Asaresult of the development of digital technologies, the role
of the Internet increases as a major market for the distribution of and access
to IP protected goods.” Nevertheless, many significant differences remain
with regard the treatment of electronic evidence in IP cases under national
laws. These differences do not merely reflect technical divergences between
national legal systems. However, inrecent years the digital market has
become even more complex.” This is due to a mixture of concurrent factors
such as the globalization of business and commerce, the increasing role
of international providers of IP protected content (e.g. Google, Netflix,
Microsoft), and the never-ending expansion of the Internet and other
communication technologies.®

5 Regional Court in Szczecin, VIII GC 509/14; Van Rhee, C: H. et al. (2018) Transformation
of Civil Justice, Ius Gentium: Comparative Perspectives on Law and Justice. Springer, p. 70.

Vaver, D. et al. (2010) Intellectual Property in the New Millenium. Cambridge, p. 20.

7 Vicd, C, Socaciu, E. (2019) Mind the Gap! How the Digital Turn Upsets Intellectual
Property. Science and Engineering Ethics, 25, p. 248.

® Sciaudone, R. (2013) Dealing with IP Matters in Cross-Border Cases. Journal of Intellectual
Property Law & Practice, 8 (4), p. 332.
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The CoE Guidelines can be treated asanimportant supplement
to international and regional rules on enforcing IP rights. Inthe EU
the applicable rules can be found in the Directive 2004/48/EC of the European
Parliament and of the Council on the enforcement of intellectual property rights
(hereinafter “the Enforcement Directive”) adopted on 29 April 2004°, that
contains a comprehensive regulation onissues related to evidence,
including its gathering and securing (protection).”’ On international level
this is the TRIPS Agreement that also contains provisions for
the enforcement of intellectual property rights, including procedural
measures for the protection of intellectual property rights in part III is
entitled “Enforcement of rights intellectual property”.

The aim of this paper is to answer the question how current national
regulations oncivil proceedings can be further adapted to the needs
of the practice in the light of the CoE Guidelines. It should be noted that
procedural frameworks differ between the member states, even when they
regulate similar issues of electronic evidence." The structure of this paper is
as follows. We plan toanswer this research question by presenting
the solutions provided by the CoE Guidelines and recommending how it
can be implemented to the national court practices. A major issue is
the used normative framework (or more specifically lack thereof) as regards
to the electronic evidence. The CoE Guidelines do not require the members
states to amend the national law but we recommend to go step further and
make such change.

2. WHAT CAN BE TREATED AS ELECTRONIC EVIDENCE
IN IP DISPUTES?

The CoE Guidelines provide definitions of the key terms, including
electronic evidence. Certainly, the definition of electronic evidence should
be broad enough to cover all types of evidence, regardless of their origin.
For the purposes of the CoE Guidelines, “electronic evidence” means any
evidence of data contained in or generated by any device whose operation

°  Michael, W. (2010) European Copyright Law: A Commentary. Oxford, New York: Oxford
University Press; Stamatoudi, I. et al. (2014) EU Copyright Law: A Commentary. Edward Elgar
Publishing, pp.528-652; Pila, J. etal. (2019) European Intellectual Property Law. Second
Edition. Oxford, New York: Oxford University Press, pp. 525-544.

" Cornish, W. R. etal. (2003) Procedures and Remedies for Enforcing IPRS: The European
Commission’s Proposed Directive. European Intellectual Property Review, 25 (10), p. 447.

" Micklitz, H. et al. (2012) The European Court of Justice and the autononty of the Member States.
Intersentia, pp. 281-323.



2020] M. Swierczynski, R. Jokubauskas: Electronic Evidence in Intellectual ... 307

depends on software or data stored in a computer system or in a network
or transmitted over a computer system or over a network.” We recommend
adopting this definition in the national regulation on evidence.

There is no doubt that it is a broader concept than a document, a typical
evidence submitted by the parties inIP disputes so far and explicitly
defined in the national laws. This approach undergoes a change now
as the new types of evidence are collected by the parties. Protected goods
often include not only text but also visual images or sound for computer
reading that are converted into bits in order tobe transmitted over
computer networks. Anexample is a website. From the technical point
of view, it includes the source, result and database codes, and from
the visual point of view: texts, graphic materials, animations, videos, sound
sequences, etc.

What is even more important for the national regulator, under the CoE
Guidelines electronic evidence relates to any method of data sharing.
Whether online or stored on a computer, smartphone, separate hard drive,
USB stick or stored using cloud computing services. There should be no
distinction between data created in analogue or digital form and data
created digitally. Therefore, scanned images or documents are also included
in this definition.

In court practice, however, it happens that courts of lower instance fail
to assess or even admit non-standard evidence presented by the claimant.
In one of such cases Polish Supreme Court rightly pointed out that the Polish
Code of Civil Procedure does not contain a closed catalogue of evidence and it
is permissible touse any source ofinformation on facts relevant
to the decision on the case, aslong asit is not contrary to the provisions
of law."

Undoubtedly, electronic evidence become more complex. Most of what
we consider now as evidence in the courts is static. Such examples are
documents or e-mails. However, more often courts deal with complex
evidence, such asamultimedia, arecord ofanInternet session
or the sophisticated system of linking. This new type of dynamic evidence
requires much more experience and knowledge from both the parties’
representatives and the courts. An example of technology used to secure

2 This definition of electronic evidence is included in the “Definitions” section of the CoE
Guidelines.

" The Supreme Court of Poland. (2008) I CSK 138/08, LEX No. 548795.
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electronic evidence in intellectual property cases, that requires such
knowledge, is blockchain® or evidence generated with use of artificial
intelligence.

3. PECULIARITIES OF IP DISPUTES

The CoE Guidelines do not establish separate rules for electronic evidence
in IP disputes. However, these disputes often involve electronic data and
require specific legal and technical knowledge. The Enforcement Directive
establishes specific rules for protection of IP holders in civil proceedings
and recognizes that measures, procedures and remedies which ensure
enforcement of intellectual property rights shall be effective, proportionate
and dissuasive. A. Kur and T. Dreier underline that it lays down two specific
provisions concerning evidence in IP disputes:

“access to evidence which is in the hands of the infringer (Article 6) and

preservation of evidence (Article 7)”."

It is however disputable whether the measures established
in the Enforcement Directive are applicable to all IP disputes. For instance,
whether it is applicable in case of peer-to-peer file sharing infringements
and whether it is applicable to acts carried out onacommercial scale.
Interestingly, insome legal traditions such “exploratory evidence”
as established in Article 6 of the Enforcement directive is disputable. For
instance, German civil law prohibits exploratory evidence (Verbot des
Ausforschungsbeweises) since the underlying principle is that each party must
plead and prove the facts (Beibringungsgrundsatz).' In Lithuania the plaintiff
can ask thecourt torecover written evidence from participants
in the proceedings or from other persons if they possess such evidence."”
If the court’s request to submit written evidence is not fulfilled and no
substantial reasons for inability tosubmit evidence are presented
or the court declare the reasons poor, the culprit persons may be imposed
a fine within three hundred Euro."

Ito, K. etal. (2019) A Critical Examination of the Application of Blockchain Technology
to Intellectual Property Management. Springer, p. 317.

Kur, A. etal. (2013) European Intellectual Property Law: Text, Cases and Materials. Edward
Elgar, p. 441.

Cumming, G. etal. (2008) Enforcement of intellectual property rights in Dutch, English and
German civil courts. Wolters Kluwer, p. 230.

7 Article 199(1) of the Code of Civil Procedure of the Republic of Lithuania.
% Article 199(6) of the Code of Civil Procedure of the Republic of Lithuania.
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One of the peculiarities of IP disputes is that the infringer is often
in control of the relevant data and it may be difficult for the plaintiff
to produce prima facie evidence of the infringement. The Enforcement
Directive employs the term “control” in Article 6 which itself raises some
practical dilemmas. For instance, how the word “control” should be
interpreted? Does it cover evidence which is only in possession
of the opposing party and (or) also evidence which are controlled
by the third party? Even if the opposing party has the evidence, does it have
to exercise any request which would require substantial costs? It seems that
in such cases a clear answer is impossible. The European Commission suggests
that in IP disputes the opposing party should carry out a diligent search for
the evidence within its organization and it should be proportionate and not
abusive."”

Furthermore, IP disputes are generally complex, involving difficult legal
and factual questions and multiple parties. In practice it can be difficult for
the plaintiff to specify evidence which are in possession of the opposing
party orathird person and satisfy court’s request to specify the exact
nature, location, reference numbers or contents of the requested
documents.”” The “excessive level of detail” which the plaintiff has
to specify what evidence the court should demand from other persons may
hinder effectiveness of civil proceedings and “fair and equitable” nature
of such requirements.”’ Therefore, though the plaintiff should specify
certain evidence which the court should request as specific as possible, this
duty shall be interpreted within the reasonable limits, in light
of the specifics of the case at hand.” The national laws establish that court
may order to present evidence upon a reasonable request from a party.”
Also, in some member states the national regulation imposes an obligation

Guidance on certain aspects of Directive 2004/48/EC of the European Parliament and
of the Council on the enforcement of intellectual property rights COM (2017) 708 final.
Official Journal of the European Union (COM(2017)708), pp. 12-13. Available from: https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52017DC0708 [Accessed 7 February
2020].

* Tbid.
2 Ibid.
? Tbid.

® Support study for the ex post evaluation and ex ante impact analysis of the IPR enforcement

Directive (IPRED). Publications Office of the EU, pp.179-184. [online] Available from:
https://op.europa.eu/en/publication-detail/-/publication/1e3b2f41-d4ba-11e7-a5b9-01aa75ed
71al [Accessed 23 January 2020].
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to preserve electronic data when assoon as the litigation is commenced
in order to avoid spoliation of relevant data.*

Particularly complex are disputes when infringements are committed
online. For instance, infringements committed by using peer-to-peer file
sharing protocols” which involve a number of infringers. In such disputes
the use of electronic evidence is almost inevitable and the types of electronic
evidence inIP disputes may be ubiquitous: IP addresses, information
on websites and, information possessed in the respondent’s and (or) third
parties’ servers (“cloud computing”), software programs. Moreover,
electronic evidence may be possessed by the opposing party or a third
person, likely in another jurisdiction.”

The CoE  Guidelines recommend the member states to consider
the peculiarities of electronic documents and amend the national laws
on evidence accordingly. Also, the guidelines emphasize the importance
of effective case management from the courts. The effective case
management requires consideration whether certain proves of the validity
of electronic evidence is required (for instance, shall be party submit
the relevant metadata oraprintout of the document is sufficient).
The guidelines also recommend considering the practical issues of collection
of electronic evidence which are in possession on the third party, such
as the provider of trust services.

4. METADATA IN IP DISPUTES
Metadata is indispensable from electronic evidence.” The CoE Guidelines
establish that metadata is significant for the courts when dealing with

* Practice direction 31b relating to disclosure of electronic documents in civil proceedings

prepared for UK courts. [online] Available from: https://www justice.gov.uk/courts/
procedure-rules/civil/rules/part31/pd_part31b) [Accessed 7 February 2020]. “Assoon
as litigation is contemplated, the parties’ legal representatives must notify their clients of the need
to preserve disclosable documents. The documents to be preserved include Electronic Documents
which would otherwise be deleted in accordance with a document retention policy or otherwise
deleted in the ordinary course of business.”

In a P2P network, the “peers” are computer systems which are connected to each other via
the Internet. Files can be shared directly between systems on the network without the need
of a central server. In other words, each computer on a P2P network becomes a file server
as well as a client. While P2P networking makes file sharing easy and convenient, is also has
led to a lot of software piracy and illegal music downloads. See The Computer Dictionary.
[online] Available from: https://techterms.com/definition/p2p [Accessed 23 February 2020].
Support study for the ex post evaluation and ex ante impact analysis of the IPR enforcement
Directive (IPRED). Publications Office of the EU, p.54. [online] Available from: https://op.
europa.eu/en/publication-detail/-/publication/1e3b2f41-d4ba-11e7-a5b9-01aa75ed71al
[Accessed 23 January 2020].

¥ Mason, S. et al. (2017) Electronic evidence. Institute of Advanced Legal Studies, p. 27.

25

26
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electronic evidence.® Generally speaking, metadata is electronic
information about other electronic information (data about data).”
Metadata is usually created automatically by the software and without
user’s knowledge.” The Explanatory memorandum® recognizes that metadata
contains some evidentiary value of electronic data (the date and time
of creation or modification of a file or document, or the author and the date
and time of sending the data) and it is usually not directly accessible.”” We
recommend that member states adopt such definition of the metadata
in national regulation.

A practical dilemma is not only what information metadata may reveal,
but also how it can be retrieved. Metadata is often hidden in the electronic
file and is viewed only when the file is viewed in its native form. In some
cases, special software may be necessary to retrieve metadata and courts
may need technological expertise.

One of the common blunders incivil proceedings is submission
of the content of a webpage (so-called “screenshots”) to the court. It may be
particularly tempting to present printouts of the screenshots as evidence
in IP disputes when the infringement is committed online. Though it might
me a rather easy task from the technological point of view, the credibility
of such information is doubtful since “screenshots” do not guarantee that
information is correct and precise. Courts usually rely on electronic data
presented in a human-readable format, e.g. printed on paper. Printing out
“screenshots” means aloss of valuable metadata. The printout is merely
a copy of the screen display and it can be modified in a very simple manner
without special software or hardware requirements. Therefore, it could
hardly be recognized asreliable electronic evidence or the basis for
the expert's verification of authenticity and equal treatment of the parties
to the dispute.” S. Mason is correct in his argument that even if we correctly

* Article 8 of the CoE Guidelines. Courts should be aware of the probative value of metadata

and of the potential consequences of not using it.

¥ CoE Guidelines defines metadata as electronic information about other electronic data,

which may reveal the identification, origin or history of the evidence, as well as relevant
dates and times; Mason, S. etal. (2017) Electronic evidence. Institute of Advanced Legal
Studies, p. 27.
¥ Tbid.
' Council of Europe. (2019) The Explanatory Memorandum to the Guidelines. [online] Available
from: https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=0900001680902e0e
[Accessed 3 April 2020].
Article 12 of the Explanatory memorandum.

Article 17 of the Explanatory memorandum.

32

33
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identify the carrier of original evidence carrier and rely on physical objects
only, such as printouts, they may have no value atall or limited value
unless a party to the dispute confirms their significance and the features

that make them relevant.*

Unsurprisingly, some national courts find that
screenshots are not trustworthy.” Under the CoE Guidelines, the printouts
are to be recognised as a secondary proof (copy) in the sense that originally
they exist in electronic form.*

Nevertheless, evidence in civil proceedings should be defined in a broad
sense, encompassing virtually any information. Due to the widespread use
and easy collection of “screenshots” the parties can submit them
asevidence incivil proceedings. Depending on the national laws,
“screenshots” may be accepted, if it is sufficiently visible and precise and
comply with certain procedural safeguards.” Also, it should not raise
difficulties, if the other party does not dispute such evidence and it
complies with the general rules for admissibility and legitimacy of evidence
in civil proceedings. The Explanatory Memorandum establishes that in case
a printout of electronic evidence is filed, the court may order, at the request
of a party or on its own initiative, provision of the original of the electronic
evidence by therelevant person.® The court should also consider
the principles of proportionality and economy of litigation and should not
demand excessive metadata.

To conclude, we recommend that the member states should adopt these
principles regarding the significance of metadata for evidentiary purposes
in the national regulations. In particular this refers to Article 8 of the CoE
Guidelines that reads:

“Courts should be aware of the probative wvalue of metadata and
of the potential consequences of not using it”.

Mason, S. et al. (2017) Electronic evidence. Institute of Advanced Legal Studies, p. 27.

% Court of Appeal of Lithuania. (2018) e2A-226-516/2018.

See Articles 8 and 9 of the Explanatory Memorandum.

Guidance on certain aspects of Directive 2004/48/EC of the European Parliament and
of the Council on the enforcement of intellectual property rights COM (2017) 708 final.
Official Journal of the European Union (COM(2017)708), p 22. Available from: https://eur-lex.
europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52017DC0708 [ Accessed 7 February 2020].

% Article 23 of the Explanatory Memorandum.
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5. TAKING OF EVIDENCE IN IP DISPUTES AND ITS
RELIABILITY

Taking of electronic evidence is a challenging task which may significantly
impact the course of the civil proceedings. The Enforcement Directive lays
down no practical rules how electronic evidence in IP disputes should be
collected, meaning that the national rules for taking of evidence in civil
proceedings are applicable. The recent report reveals that the courts
of the EU Member States collect electronic evidence in IP disputes in three

forms:

1. establishment of the infringement and appointment of an expert;
2. description;
3. seizure.”

Thus, courts rely either on the submission of electronic evidence
by the parties or appoint an expert to collect such data.
The major difficulties in taking of evidence in IP disputes are:

1. taking evidence in cross-border cases;

2. excessive costs among the member states for production
of evidence;

3. inconsistency of information among the member states;

4. different national legislation for production and preservation

of evidence.*

Obtaining and securing electronic evidence, as well asusing evidence
in the cross-border context, has proved to particularly challenge
the effectiveness of the Enforcement Directive."' In the digital environment,
cross-border use of intellectual property is becoming increasingly common.
The dissemination of IP protected goods on the Internet is inherently cross-
-border in nature. Only mechanisms adopted at the international level, such

¥ Support study for the ex post evaluation and ex ante impact analysis of the IPR enforcement

Directive (IPRED). Publications Office of the EU, p.54. [online] Available from: https://op.
europa.eu/en/publication-detail/-/publication/1e3b2f41-d4ba-11e7-a5b9-01aa75ed71al
[Accessed 23 January 2020].

“ Op. cit,, p. 284.

“' Guidance on certain aspects of Directive 2004/48/EC of the European Parliament and
of the Council on the enforcement of intellectual property rights COM (2017) 708 final.
Official Journal of the European Union (COM(2017)708), p. 10. Available from: https://eur-lex.
europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52017DC0708 [ Accessed 7 February 2020].
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as Council of Europe, can ensure the proper functioning of the market
of digital goods.*

The solutions to these issues are not simple. The existing rules
of the Regulation on taking of evidence® establishes amodel for the co-
-operation among the courts of the EU Member States in taking of evidence
in cross-border civil cases. Nevertheless, it seems that practical issues
in taking evidence in cross-border cases are hardly avoidable. Also,
the recognition of electronic evidence collected in one member state may be
disputable in another. The CoE Guidelines recognize that courts should co-
-operate in the cross-border taking of evidence.* Therefore, taking
of evidence inIP disputes may be particularly complicated due
to the complexity of the disputes, but also involvement of “a cross-border
element” which almost inevitably require a close co-operation between
the national courts.

We recommend that member states should adopt in particular
the following principles in the national regulations in accordance with
the CoE Guidelines:*

1. Electronic evidence should be collected in an appropriate and
secure manner, and submitted to the courts using reliable services,
such as trust services.*

2. Having regard to the higher risk of the potential destruction
orloss of electronic evidence compared tonon-electronic
evidence, member states should establish procedures for
the secure seizure and collection of electronic evidence.

“ Blakeney, M. (2004) International intellectual property jurisprudence after TRIPS. In: Vaver,

D., Bently, L. (eds.). Intellectual Property in the New Millenium. Cambridge, p. 5.

Council Regulation (EC) No 1206/2001 of 28 May 2001 on cooperation between the courts
of the Member States in the taking of evidence in civil or commercial matters. Official
Journal of the European Union (L 174). Available from: https://eur-lex.europa.eu/legal-content/
EN/ALL/?uri=CELEX%3A32001R1206 [Accessed 3 February 2020].

* Article 13 of the CoE Guidelines

* Articles 10-16 of the CoE Guidelines.

46

43

Trust services play a critical role in the identification, authentication and security of online
transactions. The definition of “trust service” can be found in Article 3 (16)
of the Regulation (EU) No 910/2014 of the European Parliament and Council of 23 July 2014.
Official Journal of the European Union (L 257). Available from: https://eur-lex.europa.eu/eli/
reg/2014/910/0j [Accessed 3 March 2020]. In the CoE guidelines, reference is also made
to specific trust services related to “simple”, “advanced” or “qualified” electronic signatures
and certificates, which implies possible application of other definitions adopted
in the elDAS Regulation. Secure mechanisms include, in particular: i) certificates
to electronic signatures; ii) confirmations by the payment system operator; iii) public trust
services providing technological mechanisms that ensure proper authentication of the data
source.
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3. Courts should be aware of the specific issues that arise when
dealing with the seizure and collection of electronic evidence
abroad, including in cross-border cases.”

4. Courts should co-operate in the cross-border taking of evidence.
The court receiving the request should inform the requesting court
of all the conditions, including restrictions, under which evidence
can be taken by the requested court.

5. Electronic evidence should be collected, structured and managed
in amanner that facilitates its transmission to other courts,
in particular to an appellate court.

6. Transmission of electronic evidence by electronic means should be
encouraged and facilitated in order to improve efficiency in court
proceedings.*

7. Systems and devices used for transmitting electronic evidence
should be capable of maintaining its integrity.

Electronic evidence has unique properties that distinguish it from
traditional paper evidence. The method of storage and the type
of information relevant to evidence are subject to changes due to the use
of different electronic devices. The collection and presentation of evidence
inits original electronic form in court requires necessary expertise. Still,
electronic evidence retains the general characteristics of the evidence.
Therefore, the general rules on evidence should continue to be applied.
The general principles of the law of evidence should not be ignored, but
applied to electronic evidence, taking into consideration the uniqueness and
technical aspects of electronic evidence bearing in mind the discretionary
power of the judge.

Another complicated issue regarding taking of evidence in IP cases is
protection of personal data.” This issue is complex and deserves a separate
analysis. In this paper we would like only to state that IP rights are not
absolute and protection of the fundamental right to property, which

" Good example in case of IP dispute is use of data sharing (clouds) technology. It has
become a common security technique. The global nature of the internet and the growing
use of cloud services make it increasingly difficult to assume that access to data is strictly
domestic in nature.

As further explained in Article 33 of the Explanatory Memorandum. Encouragement and
facilitation of the transmission of electronic evidence by electronic means can be achieved
through implementation of common technical standards, files formats and digitisation
of domestic judicial and administrative systems. Having regard to the higher risk
of destruction of electronic evidence, local procedures should be adopted which permit
secure transmission of electronic evidence.

48
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includes the rights linked to intellectual property, must be balanced against
the protection of other fundamental rights.”® Thus, a fair balance between
protection of IP and protection of the fundamental rights of individuals
who are affected by the measures which protect IP holders should be
found.”

6. CONCLUSIONS

IP right owners are entitled to effective legal protection.”” In the case
of exploitation of IP protected goods in the digital environment, it becomes
more difficult. Online transmission of books, music, films and computer
programs enable the use of goods at any time and without geographical
limitations. It is becoming increasingly problematic for IP rights holders
to assert their rights. There is a high risk that rights holders give up their
claims at all. Those who bring an action with little evidence to support their
claims are not able to win the case because it is impossible to prove the real
extent of the damage without all the evidence available. That is why courts
must exercise caution when dealing with electronic evidence in such cases.

Due process is determined not only by legal but also by technological
aspects. Therefore, amore technological approach and practical
to the regulation of electronic evidence is necessary. For example,
regulations should safeguard the reliability of electronic evidence.
A solution to these shortcomings could be seen in uniform application
of the CoE  Guidelines. These standards specify both thelegal and
the technological requirements for the electronic evidence and serve
as a complementary regulatory tool.

Our recommendations for the member states are following. Due
to the relevance and nature of electronic evidence the national legislation
should define electronic evidence and thus separate it from the other types
of evidence. Such definition should encompass the major traits of electronic
evidence  asestablished inthe CoE  Guidelines. Also, because

* Support study for the ex post evaluation and ex ante impact analysis of the IPR enforcement

Directive (IPRED). Publications Office of the EU, p.54. [online] Available from: https://op.
europa.eu/en/publication-detail/-/publication/1e3b2f41-d4ba-11e7-a5b9-01aa75ed71al
[Accessed 23 January 2020].

Judgment of 2010 November 24. Scarlet Extended SA v Société belge des auteurs, compositeurs
et éditeurs SCRL (SABAM), C-70/10, ECLI:EU:C:2011:771, paragraph 44.

Op. cit., para. 45.

Ohly, A. (2009) Three Principles of European IP Enforcement Law: Effectiveness, Proportionality,
Dissuasiveness. Larcier, pp. 257-274.
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of the increasing importance of metadata and technical problems associated
with it, we suggest that the national regulation should adopt definition
of metadata. Moreover, the courts should be aware that the content
of a webpage may not be sufficient to prove certain facts since they lack
metadata. It is particularly important in IP disputes in which the parties
often present various screenshots. The court should be aware how metadata
collected and stored.

The treatment of electronic evidence shall be different from other types
of evidence. The effective case management and enforcement of IP rights
are particularly important since the information related to electronic
evidence may be abroad in possession of the third party.

Also, the national law should specify taking of electronic evidence since
their collection and submission to the court. In many cases the IP disputes
involve various countries and the cooperation between national institutions
may be inevitable. The practical issue is storage of electronic evidence
in courts. In countries in which electronic case management systems are not
used all evidence shall be printed out meaning that crucial elements such
as metadata may be lost. The adoption in national law of a common and
comprehensive regulation of proceedings concerning the handling
of electronic evidence inIP disputes on the basis of the CoE Guidelines
would facilitate the application of the procedural rules and specify
the differences between these proceedings and the general principles.
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