


‘:'nected to. public telephone lines, it is possible for outsiders to access the system '
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legis.lation, ‘which came into force on 1 March 1993, is to a large extent irrelevant.
It will be interesting to see whether needless complications will ensue.

2. What"is computer crime?

,,Computer crime” is a generic term genora.lly used to cover various forms of

undesirable behaviour which involve the use of a computer: The crimes usually
referred fo in this context are fraud by computer and forgery, hacking, sofware and
chiips piracy, data theft/espionage and damage to computer programmes and,/or data.
particularly by infecting the same with viruses or other forms of sabotage. However,
not all forms of undesirable behaviour are criminal. This raises the problem of
defining computer crime. 8

2.1. Some examples of computer crime

One of the miost cofrithon forms of computer crime is fraud. Perhaps the most
spectacular crime perpetrated in this way in the Netherlands was reported in 1987

when 2 Dutch municipal council accused one of its civil servants with erhbezzling

almost eight million guilders. The civil servant had been able to appropriate this
remarkably large sum of money over a period of three years by making use of short-
comings in the procedures of the computer system to his own advantage [1].

Two years éarlier, the director of one of the regional fish auctions managed to
develop a computer ‘system which could deal with the sales of fish made at the
auction without these sales being registered in the European fish quota system. Af
least 600,000 guilders worth of fish was sold this way [2].

These are but two examples of the imaginably numerous peity and larger frauds

perpetrated by computer every year. Fraud and forgery, however, are not the only

sort of computer crime which has concerned the authorities in recent vears.
“Another major source of irritation is hackmg Where computer systems are con-

In many cases the raison d’etre of the hacking is the challenge of entenng the sys-

‘tem. The successful hacker may announce his achievement by leaving a message.
A number of hackers in the Netherlands have even publicly displayed their slills -
by openly hacking on Dutch television. Hacking is not always done for kicks alone.

Commercial spying may be a motive: Or hacking may simply he necessary to access

the system in order to carry out fraudulent transactions as described above. Unaut- _

horized access is a source of much concern to firms. Fven if fraud is not perpetrated,

files may be tampered with or destroyed. Criminals or criminal organlsatlous could -

blackmail firms just by threatening to enter their computer systems and place a logic

"bomb. One general practitioner in the Netherlands became aware that a hacker had
‘accessed his system. He was, therefore, forced to check the integrity of his files. It
later appeared ‘that his files were intact but many hours had had to be wasted in

the process of verification.
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It would seern, however, that the major form of computer criminality is neither
fraud nor hacking. It is software piracy. A recent investigation commissioned by
the Platform for Computer Criminality in the Netherlands (in which participants
are drawn from both business and the civil service) revealed that software piracy
accounts for 47 % of offences [3]. This poses a considerable problem not only to
software companies but also to their bone fide patrons who pay the price of the
piracy. As regards the Netherlands, it is not easy to obfain figures but a poll
was carried out by Borking in 1985 [4]. It would appear from this poll that the
damage caused by illegal copying and illegal distribution amocunts to at least 24
million guilders each year. Further research would indicate that the financial damage
accounts for 10 % of the turnover of the sofiware suppliers in the Netherlands. For
1986, that would mean a sum- of 90 million guilders. A recent estimate made by
Business Software Alliance, an alliance which includes Lotus, WordPerfect and the
Microsoft corporation, states that a sum between 400 and 600 million guilders per
year is lost to software suppliers this way [5].

After software piracy, the most common form of computer criminality is inten-
tional damage to computer programmes or data. A considerable propaortion of this
damage is the result of computer viruses. A virus can cause damage to data or
programmes by deleting or altering them. Viruses come in a variety of forms and
cause extensive damage because they can infect 2 large number of systems before
they become apparent.

Various viruses have affected Dutch personal computers in recent years: -the
datacrime virus, the Michaelangelo virus, the diskkiller virus and the Jerusalem
virus to name but a few. It is difficult to estimate the extent of the damage caused
by viruses. Organisations tend to be reluctant to reveal they have had a virus but
the Centre for Computers and Law of the Frasmus University in Rotterdam alone
has received hundreds of reports from individuals, firms and public organisations of
probable cases of viral infections.

The implanting of, or threatening to implant,; a virus may be ascribed to a whole
range of motives; blackmall sabotage, to attract attention, to advertise, to warn
software pirates oﬁ or as part of a fraud. :

2.2. The problem of definition’

Writing a virus is net in itself a criminal offence. To hack, if the only effect of
the hacking is the gaining of access, may also not be a criminal offence. The hacker
who simply enters and then leaves could possibly be charged with stealing computer
time or, in extremely rare cases, breaching the provisions of official secrets acts. He
conld not be criminally prosecuted for unauthorized entry as this in itself is not
a crime according to the present law in the Netherlands.

There is, therefore, a difference hetween what public opinion would define as
being criminal and what the law itsell defines as criminal. Not ouly members of
the public but lawyers themselves have argued that the criminal law code should
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be amended in order to give it the corpetence to deal with computer crime. This
argurment, Lowever; Is not logical: ‘If the criminal code does not; recogmze “certain

types of behaviour as heinig critninal, then it is not p0551b1e to refer to these forms

of behaviour as being crimes. ‘It ‘would be necessary to Ieglslate upon computer
crite; to enter such-offences into the cnmma.l law code Thjs would enta11 draftmg
deﬁmtmns e

“J'he irternational orgamsa.tlon for economic cooperation and dévelopment (the
O_ E.CD. ) has tried to provide a solution for this problem. It definés ,cornputer
related crime® as »any' illégal, unethical or unauthorized bebaviour related to the
automatic processing and the transmission of data®. The Council of Europe has
adopted this definition in théit réport ,Computer-related crime® [6]. Such an ap-
-proach, however, is not in the léast satisfactory. It is not acceptable to identify
perime® with ,,any illegal, unethical or unauthorized behauvit)ur as does the QECD.
The fact that something is illegal {for example: breaching 2 contract) does not make
it a crime. Indeed, it would be against the principle set down in article 7 of the
European Conventlon on Human Rights t6 treat 1t as snch. The same is true for the
other attempts in the definition to make something a crime that is not according to
the criminal law. , Unauthorized hehaviour® is never per se a crime, as no legislation
could be hased ‘on the principle that a citizen needs an authorization for everything
he wants to do. ‘As for the ,unethical” part of the definition, to introduce ethics into
the law ig a particularly dangerous operation as morality could be quite different for
large groups of the population in a multi-cultural society.

+ The other part of the definition hy the OECT), that which attempts to define

which ‘behaviour is ,computer-related” and which is not, is equally unsatisfactory.
By replacing ,computer® by ,automatic processing and the transmission of data®
the term ,computer” is avoided. It is questionable whether the dropping of the
word ,computer” makes the situation any clearer. 'One would presume it unlikely
that the intention was actually to exclude from the definition the two other main
functions that have heen made technically posmh}e through informaticn technology,
i.e. storage and retrieval of information.

The direct purpose of the OECD definition is not, of course, to transform certain

forms of behaviour into crimes merely through the wording of the.definition.; It is, -

however, the intention that the definition should he used as a guideline for leglslators
in nat.lonal states to enable them to éxpand the range of behavistr which can be
categdrized as criminal behaviour. The legal structure would then be in place to
allow them to deal with social problems which may arise from the development of
information technology. The definition itself, nonetheless, s clearly too hroad and
superficial.

An interesting question which will be examined helow is why state-representati-
ves at the national and international level are prepared to put so much effort into
deﬁmng aform ¢f*behaviour as criminal thag is not criminal. However, before dealing
with this question we would first like to examifie whether there was any objective
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ced, or even use, for national legislators to change the criminal law in order to
-expa.nd the range of behaviour which can be designated as crlmmal ‘behaviour.

3. Dealing with computer crime under Dutch
crirninal law as it was untii 1 March 1993 -

- As will be clear from the above discussion concerning the definition of computer
crime, there are those who wished to see legislation drawn up that would deal speci-
fically with computer crime [7]. There has been a powerful lobby in the Netherlands
for doing, just that. That lobhy has proved successful. Recently, the Computer
rime Act came into force [8]. It has been incorporated into the criminal law code,
the criminal law procedure code and even, in a special case {to promote security
in computer systems in private firms), into the civil law code. It will be argned
helow, however, that in general this additional legisiation was unnecessary and even
qundesirable in the Netherlands as the criminal law code had already proved itself
equal to the task of coping with offences which make use of technical innovations.

3.1. The application of the criminal law code before
1 March 1993

It is of significance to note that before the new legislation was passed there were

several test cases on computer criminality in which the perpetrators were identified,
prosecuted, found guilty and punished. As far as is known, there has been no single
instance in which the prosecuting authorities had to drop a case that they thought
should have been prosecuted because it was not covered by the existing criminal law
code,
The reason for this lies in the construction of the criminal law system. The cri-
minal law code {dating from 1886) and the criminal law procedure code (1921) were
written to deal with a wide range of socially undesirahle behaviour. Consequent-
Iy, the criminal acts in the criminal law code are defined in very hroad and general
terms. The same is true for the powers of the police and the prosecuting authorities.
Yor example, manslaughter, murder, criminal damage and frand are defined in terms
of the result of an act (or omission) rather than as a description of the act itsell.
This means, therefore, that for the criminal law it does not make any difference how
the act was committed hut what the end result of the act is. If the end result of
a certain act is the fraudulent appropriation of money it does not matter whether
that result was obtained by using a computer or by nonelectronic means.

2. Court verdicts in the Netherlands

* In the cases which have been beard in.the Dutch courts, neither ev1dent1a.1 nor; .
rocedural rules proved an obstacle to enforcing agencies. As concerns, the rules .
of evidence, computer files could be printed out to provide documents. There 15,
aCtually a verdict which states that in most cases computer files themselves are
documents [9]. Fven. 2 statement made by 2 witness who. had studled the ﬁie has i
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been deemed legally admissible evidence. The seizure by the police of videotapes

in order to use their information .as legal evidence was accepted as the seizure of ,a -

material good“ according to the criminal procedure code.

It would seern that the courts had successfully been able to apply the existing
criminal law to criminal offences committed with the aid of a computer. -Computer
fraud and forgery would simply be prosecuted under the articles of the criminal law
code which deal with fraud and forgery [10]. Software piracy already fell under the
ambit of the copyright legislation in respect to sofiware as an intellectual product

[11]. The designation of computer files as a mraterial good by the Court of Arnhem’

in 1983 also placed the appropriation of software under the criminal law provisions
related to appropriating goods [12]. Damage to compuler programmes or data files
has heen stated to be criminal damage [I3]. The only so-called computer crime
which may have fallen outside the existing 1eg131a,t10n was hackrlg without causing
damage. : -

As mentioned above, the Court in Arnhem decided in 1983, that software consti-
tutes goods. This was a most significant verdict. It meant that software fell under
the article concerning embezzlement and theft because ,the character of the: pte:
sent, computer data is that of transferability, reproductivity and availability, while
furthermore they are economically valuable®, This verdict was based on criteria
presented in the electricity verdict of 1921 in which it was stated that electricity
was a material good which could be stolen [14].

The discussion that followed the Arnhern verdict was lively. Those whe disagreed

with the Amnhem verdict that software is a good argued that in the electricity case
the Supreme Court built in certain limitaticns by stating that the article on theft
in the criminal code should not be applied to ,rights or intellectual products, sach
as, for example, copyright or a patent [15]. We would maintain that this argument
missed the point. To remove a copy of a computer program {or a computer data file,
or a book) cannot posmbly mean that the copyright or the intellectual product has
been appropriated. After all, yintellectual product® means: the ,work® in the sense
of the Dutch Copyright Act, the corpus mysticum®. It is not possible to transfer
the right of intellectual property unintentionally by theft. g

The authors of this article argued in the ,,Nederlands Jurlstcnblad“ that the
verdict of the Arnhem court was a correct and proper one, as computer software
and computer data in general were clearly material goods. They can be manipulated
technically and represent an identifiable economic value. Many lawyers, however,
thought that the court had gone too far in its interpretation. In Dutch criminal
law, as in the criminal law legislation of most countries, ,extensive® interpretation
is allowed while ,,analogous® mterpretatmn is not, [16].

4. New leglslatlon

A bill cbncerning computer criminality was accepted by the Dutch’ parliament
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“at the end of 1992 [L7]. The Act contains provisions regarding criminal law and
riminal law procedure. ‘One of the key points of the Act is its focus on the indivi-
: dual responsibility of computer users expressed, inter alia, in a security requirement
25 a condition: for bringing & charge for unauthorized entry in computer systems
 (yhacking®). The Act even extends to accountancy law with the provision that in-
“dependent accountants (who are responsible for the approval of annual accounts)
will be obliged to report inadequacies with respect to companies’ computer security
in their 'management letter’.

- The provisions concerning criminal law procedure increase the police powers of
“search. Police power of search i computer systems will now be commensurate with
he users might of entry. Further'r_ﬁore, the police could now be given a warrant
llowing them to tap a telephone line in order to obtain computer data. With
‘respect to hacking, provisional detention will be allowed for this crime.

.. *The Dutch Computer Crime Act has accepted the proposals made by the Co-
mmittee on Computer Cnmma,hty [18] which rejected the verdict of the Arnhem
ourt by explicitly stating that data is not to be designated as goods under the ¢ri-
minal law. This is, in our opinion, a major step backwards in the fask of developmg
~clear and siuiplé legal provisions. Instead the Act proposes to create a whole new
“entity: ,data [19]. The arguments put forward to justify a completely new series
of supplements to the law for this unprecedented sort of object called ,data® are
“hardly convincing. As a result of technological developments, it is no longer true
“that dala are always an intellectual product. Even il they were, as soon as they
ook on a concrete form, they could be classed as goods as well. It is consistent
hat data cannot only be stolen in the form of printed paper but also in the form
of a computer file on a disk, or via the telephone. Morcover, if data are accepted
“to be goods, not only is the intellectual owner of the data profected, but also the
ieveryday* owner of a computer program, or a data file, in the same way that the
“owner of a book is protected against theft of his book.

It is to be feared that complexity will be the consequence of choosmg for a gepa-
ate regime for data as it will involve introducing yet more legislation. Furthermore,
“there has been nothing to indicate that this radical new approach was actualiy ne-
.cessa;ry. The existing criminal law code seemed to be sufficiently capable of dealing
:-with most forms of computer crime.

" A separate status for data can only give rise o many ambiguities in the future.
~The new legislation could render some of the precedents from case law obsolete. 1t
“would also seem that the entity ,data® will not be inserted in all the cases where
“the present criminal law code refers to a good, Tt is yet uncertain whether case law
"will interpret the changes ,a contrario®, which would mean that in all cases where
" ,data® are not explicitly mentioned in the deﬁmtmn of the cririnal offence, it would
", be impossible to find the defendant guiity. It 3 s equally questlonable, whether the
‘ new legislation would have an effect on civil law Casés. "

A final argument against the new legislation in the Netherlands is the need for

P
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harmonization of the law 'in Europe.:. The new legislation Has come finto fotce at:

a time in which there is no unity’on this Eront within the EC [20]

5. Conclusmn New leglslatlon agamst computer

crime has come into force in the Netherlands in

1993

[21]. We contend that this new legislation will lead to needless complications,
confusion and considerable expense. It will extend the powers of the police signi-
ficantly without offering any more extensive protection fo the victims of computer
crime. The efficacy of drafting extensive legislation to cover computer crimes such
as damage to data or programmes which are rarely reported and evern more rarely

charged, is open to doubt. Nor does it fit in with atiempts to achieve uniformity
of approach in Eurepe, particularly with respect to the powers of the police and

prosecuting authorities i.e. the rules of criminal law procedure :

On the other hand, the e)ustmg legal structure had already shown itself to he
capahle of covering cases arising from information technology. Court verdicts, such:
as that in Arnhem contributed mgmﬁcantly to establishing a clearer and more
practical legal a.pproach It opeued the way for an effective legal onslaught on
software piracy. Only minor changes to the criminal law code znd the criminal
procedure code would have been necessary to cover hackiug and fo allow the police
to tap data.

It would have been wiser to invest public funds in other forms of state activity
aimed at comhatting computer criminality. For example, more police units speciali-
zing in computer technology could have been established. At present there arc only

three such teams in the Netherlands. Furthermore a lot more attention could have |

been paid to the enforcernent of copyrights on computer software,

The dangers to society of computer crime have been vastly exaggerated. The
activities of state representatives cannot be explained by these dangers alone. Civil
servants and particularly those with expertise in information technology apparently
believe it is important that people think that computer crime is a big threat. This
will legitimate spending large sums in this field. .In a way this is quite possibly
rational from the point of view of the state: in the future information flows and
therefore information technology will represent the main stream of power. State
representatives would naturally desire to confrol that power.
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, Novy mzozemsky zakon 0 pocztacovych
zlocznech BT

1 Uvod

Pred Iety byIa vznesena otazka _]SOI] 11 Vysledky tech pokroku, jako j }sou p&
éitacové programy .a data, dostatecne chraneny e:ﬂstuﬂm legjalatwou Ne}eﬂ timto

problémem se budeme zabyvat.

2."Co je poéitacovy zloéin ?

Pod tento pojem lze zaradit podvod, padéldhr; imiknutf dé systénii, programové
a.chipové pirdctvi, krdde dat, sabotovin{ a zavirovéni programil a dat:. Véechny tyto
ciny nemusi byt za viech okalnosti trestnymi, éim# venikd probléit pfi definovin!

pojmu pocitacovy glocin.
2.1. Neékolik piiklada pocrtacovych zlocintt -

Nejobvyklejsim je podvod. Doposud nejvétai byl v Nizozeml popsan v r. 1987,
kdy dfednik méstské rady pfeved] béhem ti{ let ve sviij prospéch 8'mil. guldens.

- Voikeut! dosystému je provddéno. jake dikdz schopnosti programidtora:nebo
F duvodu pritmyslové SpiondZe a podvodi, - Nékterd ﬁrmy Jeou Vydxrany pod- po—
hriizkou umisténd viru do jejich, sonbort.. . .

Dle FPlatformy pre pocitadovou kriminalitu v leozerm tvorz Drogramove. plmctw
47 % viech pocitacovych trestnych éini a zpisobylo jen v Nizozemi v r. 1985 skodu
minimdiné 24 mil. guldend, t.j. 10 % obratu niz. trhu programji.  Velké poc.

gpolecnosti, sdruzené v Business Software Aﬂxance fak pn]dou rocne o 400 ag GO0

Jml guldend, *

* § témito skodami jsou srovnatelné fkoidy, zpﬁsbbéné viry. Dﬁvbdy’ jejich’iﬁistaleiéé :

jsou riazné: vydirani, sabotds, upouta.m Ppozornosti, podvod nebo odstra,sem poC

4 un 448

iJJ_.llJahLl

2 2. Prohlém deﬁmce

Vyroba viru nebo vniknutf do Slte nemu51 byt vzdy trestnym dinern. Samo :

vniknut{ mize byt v extrémnim pfipadé stﬂlano jako porugeni tfedniho, tajemstvi,

0. The new Computer Crime Act in the Netheriands 135

rotoge soucasnd nizozemskd pravni tiprava jej nepovaZuje za tresiny c¢in a nestihd

ej jako neautorizovany vstup. Divodem je absence postihu nékterveh typi chovdnf
- trestnim fadu. OBCD® definuje ,zlocin za pomoci poéitace” jako .kazdé ilegdind,

“neetické a neautorizované chovdni, tykajici se automatického zpracovéni a pFenosu
‘dat®. Rada Evropy pfijala tuto definici v Hlden{ o trestnych éinech za pomoci
-pocitace. Oviem je-Ii néco ilegdlni, nenf to bezpodminecné irestnym cinem — tvrzen{
_ opa.ku by bylo v rozporu se ¢L7 Evropské kenvence o lidskych pravech,

vy

Dalif ¢4st definice, uréujict, které chovdn{ se ,vetahuje k pocftadim® a které ne,
stefné neuspokofivé. S
Definice m4 uréit ndr. legislativim -smér pfi rozhsova.m trestného a legdlniho

_'chovam na tomto poli a v jejich budoucim vtéleni do pr. Fadi.

3. P0c1tacove zlocmy a nlzozemske trestni priavo do 1.3.1993

Vyznamnd nisozemsks J’obby, usﬂu;mx o vydani specidlnibo zskona, dosdhla své-

“ho. Tento byl vtélen do tr. zdkoniku, tr. procesnfho Fidu a ésteéné i do obéanského

sgakoniku,
31 Aplikace tr. zikonikn pfed 1.3. 1993

. Ji pred vydinim nového zdkona byly dspééné souzeny a odsouzeny piipady poc.

Ar. éintl dle existujicich pr. dprav.

Tr. zékonik (od 1886) a tr. procesni Fid (od 1921) jsou koncipovdny pomérné

:firoce a postibugf spfie vysledky jedndn{ neZ jedndni samotné. Proto nebylo dilezité,

byl-li napf podvod spdchdn za pomoci pocitade nebo bez ni.

3.2. Vyroky nizozemskych soudit

- Pt jejich studiu zjistime, e poé. podvody a padélénf spadaly pod dpravu o pod-
adech a padélini, programové pirictvi pod sékony o copyrightu, skody, zpdsobend
na programech nebo souborech spadaly pod trestné skody a jedinym nepostiZenym
Cinem zistal neautorizovany vstup do systému bez spiisobeni skody. Pedstatnym

“bylo rozhodnuti Arnhemského soudu, které oznadilo software za materidin{ zhoZi,
“¢imz mu poskytlo ochranu tak, jako v rozhodput{ o elektiiné r. 1921, kdy byla
‘oznacena za materidlnf zhoZi, kieré mige byt pfedmétem krideze,

4. Nova legislativa

Zdkon o poé. zlodinech byl pfijai koncem r. 1992. Mimo jiné pfizndvé policii

Vice pravomocl pFi vySetfovanl,

7 debat okolo réj vyplivd, Fe stavajici iipravy poskytovaly takovou mfru ochrany,

Ze jeho piijet! nebylo nutné, Daldfm argumentem proti je nejednotnost pr. dprav na
‘tonto poli v rdmci ES.

3QFECD - organizace pra ekonomickou kooperaci a rozvqj







